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Notices 
© Copyright Calnex Solutions Ltd 2015 

All rights reserved. 
Reproduction, adaption, or translation without prior written consent is strictly prohibited, except as allowed under the copyright 
laws. 

 

Warranty 

The information contained in this document is subject to change without notice. 

Calnex Solutions Ltd makes no warranty of any kind with regards to this material, including but not limited to, the implied 
warranties or merchantability and fitness for a particular purpose. 

Calnex Solutions Ltd shall not be liable for errors contained herein and for incidental or consequential damages in connection with 
the furnishing, performance, or use of this material. 

 

WARNING 

To prevent fire or shock hazard, do not expose the equipment to rain or moisture. 

To avoid electrical shock, use only supplied AC/DC adaptor and connect only to a properly grounded power socket outlet. Ensure 
the power socket outlet is easily accessible and near the unit. 

To avoid electrical shock, do not open covers. Refer servicing to qualified personnel only. 

Power Requirements 

The unit requires a power source of:  
Voltage: 100 -240 Vac 

Current: 1.5 A @ 100 Vac 

Frequency: 50 – 60 Hz 

Operating Environment 

Temperature. The unit may be operated in temperatures from 0 0C to +50 0C. 

Humidity. The unit may be operated in environments with relative humidity from 0% to 95%. However, the unit should also be 
protected from temperature extremes, which cause condensation within the unit. 

 

   

 

 

 

 

 

 

Labels and Disposal Information 

 

The Waste Electrical and Electronic Equipment regulations label indicates that the equipment should only be disposed of through an 

approved method. At the end of life please dispose of the equipment through a recognized and approved scheme fulfilling the local 

environmental requirements. Alternatively contact Calnex to have them arrange for return and disposal. 

 

The CE mark indicates that the product meets all the appropriate provisions of the relevant legislation contained in the European 

Directives. 
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Chapter 1 - Getting Started 

This chapter describes how to install the Paragon-X Network Emulation Application Software.  

Introduction 
For IP/Ethernet, the Paragon-X Network Emulation option offers the ability to generate a broad 

range of real-world disruption scenarios to validate the operation of your network, devices and 

applications. 

The main functions (with appropriate options installed) are: 

 Ethernet interface rates of 100M, 1G and 10Gbit/s 

 Through-mode packet delay, PDV, corruption and Bandwidth Control 

 Multiple independent impairment profiles 

 Capture Packet Delay Variation of real traffic from your network 

 Edit and replay captured profiles to emulate the real network and test robustness 

 Fully integrated Automatic and/or Manual filter set up with FlowWizard & FilterBuilder 

 FlowWizard automatically identifies & classifies flows of interest to create traffic filters 

 FilterBuider provides quick and easy manual filter set up 

 Automated Script generation via Script Recorder 
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Installing the Paragon-X Network Emulation Application Software 
The Paragon-X Network Application software comprises two parts; the application software 

which is on the CD-ROM delivered with Paragon-X, and Paragon-X's embedded software which is 

pre-installed prior to delivery. The CD-ROM application software must be installed on your 

computer as described in the following steps. 

1. Uninstall any previously installed versions of the Paragon-X Network Emulation or Flow 

Wizard applications. 

2. Insert the CD-ROM into your computer’s CD-ROM drive. 

Double click the installer package (the Network Emulation application is bundled with the 

Paragon-X software suite) and follow the on-screen instructions to complete the installation. 

3. Click on Start then Calnex Paragon-X Network Emulation to launch the Network Emulation 

application. The user interface is displayed as shown below. 

 

4. To determine what revision of software application is running, click on Help then About 

5. Additionally, you must also install either Wireshark. More details about Wireshark can be 
obtained from www.wireshark.org. 

6. The Network Emulation application requires .NET Framework version 3.5, and also either 
version 4.0 or 4.5, to be enabled on your computer. These can be enabled at Control Panel -
> Programs -> Turn Windows features on or off. If using older versions of Windows you may 
need to install the .NET Framework software from Microsoft. 

It is possible to use the Application while not connected to an instrument. In this case, click on 
Help -> Demo to enable Demo Mode. The Application will then automatically use pre-configured 
demo capture files to simulate traffic, or the user can import and use their own capture or replay 
files.

 

http://www.wireshark.org/


Paragon-X Network Emulation User Manual Chapter 2- Getting to know the Application 
 8 

Chapter 2 - Getting to know the Application 

The Application is a Windows based graphical user interface that has been designed to make set 

up quick and easy and also to provide the user with a clear overview of the traffic flows and the 

impairments applied. Help is provided via Tool Tips that automatically activate when the user 

hovers the mouse cursor over the area of interest. 

Application Overview 
The Application window’s main features are shown and described below. 

 

Workflow Area/Buttons (1) 
These buttons are arranged in order of sequence for easy flow through the main tasks. Start 

from the top button and work downwards to complete the task. 

 

Start Up – click this button to Connect to (or disconnect from) the Paragon-X hardware and to 

Save/Recall instrument setup configurations. 

 

Setup Interface – click this button to set up Ethernet Interface Settings; Line Rate, Interface etc. 

Select Flows – this button launches the Flow Wizard tool to capture and detect the traffic being 

received at the Interface Ports. The detected traffic flows are then presented to the user to aid 

Filter selection.  
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Impairments – Click on this button to add impairments to the selected traffic flows.  

 

Statistics and Results – Click on this button to view statistical information about the applied 

impairments and to view results. 

 

Configure Capture - This button is used to configure the network capture period and also to 

select what packet bytes (if any) are to be captured during the network capture. 

 

Start Capture – This button initiates a capture of network data related to the traffic received at 

the Paragon-X Ports.  The arrival time and inter-packet time for each packet as well as the 

captured packet bytes (selected above) will be displayed. 

Packet Generation – Click on this button to configure and generate simple test packets that can 

be used for device testing or jitter tolerance testing. This button is only active when the interface 

is set to Tx + Rx Mode. 

 

Status Indicators (2) 
Status indicators provide a quick visual indication of the status of the interface ports and clock 

reference. The colours of the following are indications of their status, with green = no alarms, 

red = current alarm and yellow= historical alarm; 

 LINK: indicates if there is a physical Ethernet connection by detecting transitions on the selected port 
Rx side. 

 GOOD PKTS: indicates if Ethernet packets are being received with no PCS or checksum errors (legend 
changes to BAD PACKETS in addition to going red if condition fails). 

 REF LOCK: indicates if the instrument is locked to the selected frequency reference source as 
configured on the Setup Interface window. 

Any event which causes these indicators to display an error condition during a period when 

impairments have been activated will, on clearing the condition, change to yellow rather than 

returning to green. This history may be reset at any time by clicking the Reset History button.   

Menu Bar (3) 
Use the drop down menus to select various configurations, settings and measurement modes. 

Some of these duplicate workflow buttons, in which case it’s recommended to use the workflow 

buttons directly. 

Main Display Area (4) 
This is the main area for configuring multi-flow impairments, viewing packet bytes, network 

capture data and graphs.  

Operation Status (5) 
Indicates the current Operation Status – Idle, Capture or Replay. 
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Tool Tips 
Many areas of the Application user interface have Tool Tips incorporated. Hover the cursor over 

an area using the mouse and the Tool Tip will appear as shown below. 

 

 

Simple “Use Model” – Impair All Traffic 
Impairments can be quickly set up and applied to all traffic using the single profile model shown 

below. 

  
 

 

 

 

 

Simple Use Model Adding Bulk Delay – all traffic streams 

Connect Paragon-X to PC 
and to Network-Under-Test 

Start Up 

Setup Interface 

Configure Impairments  
1s Bulk Delay 

Impairments

 
Apply Impairments 

 

 

Simple “Use Model” – Selective Filtering & Multi-Profile Impairments 
This model uses Flow Wizard to select traffic flows of interest that can be individually impaired 

using the Network Emulation application’s multi-profile impairment capabilities. 

2 

1 

3 
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Simple Use Model Selective Impairments 

Connect Paragon-X 
to PC and to 
Network-Under-Test 

Start Up 

Setup Interface 

Select Traffic Flows 
of Interest 

Select Flows

 
Allocate Memory to 
Profiles and 
Configure 
Impairments 

Impairments          

 
Apply Impairments 

 

 

4 

1 

3 
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Chapter 3 - Connecting to the Network-Under-Test 

This chapter describes how to connect to the network-under-test and how to set up the 

Ethernet ports. The instrument is normally connected between the elements of the network-

under-test as shown below. 

 

 Click on Start Up then on Connect. Enter the IP address of the Paragon-X unit (see the 

example below). Entering your name in the Username field (highlighted below) helps other 

users identify who is currently connected to the instrument when they attempt to connect. 

 Click OK to complete connecting. 

 

 A dialog box will show the status of the connection. When Status = Connected click on the 

OK button. 

 Press the Close button to close the Start Up dialog box 
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Setting-up the Line Interfaces 
 Click on the Setup Interface button in the Workflow area and set the Mode to Thru Mode as 

shown encircled below. This mode passes traffic through the instrument from Port 1 to Port 

2 and vice versa. The instrument can later be configured to impair selected traffic on these 

ports. 

Ports 1 and 2 are always coupled; any changes made to Port 1 are duplicated on Port 2. 

Tx + Rx Mode is used for generating and receiving simple Test Packets. This is described in 

Appendix 3 - Other Features and Functions.  

 

 Set up the Line Rate and Interface on Ports 1 and 2 to match the network-under-test that 

the instrument is connected to. 

Note: some interface settings are dependent on the Line Rate setting - for example XFP is 

only valid for 10GbE Line rate. 

The 1GbE Optical Ports (SFP/SFP+) auto-detect when the transceivers are inserted and removed. 

The SFP/SFP+ selection is greyed-out unless both ports have transceivers fitted. The user is 

alerted to the availability of the SFP/SFP+ selection by pop-up windows similar to the one shown 

below. 

 

Note: Insertion of Transceivers in the 10GbE Optical Ports are not auto-detected. 
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Auto-negotiate can be selected to allow auto-negotiation of the interfaces.   

The GbE Electrical Phy Settings allow flexibility in setting which device provides the Master clock 

for the Gigabit Ethernet Link (the device at the other end of the link would use the recovered 

clock). This setting can be “Forced” by the instrument or it can be set to “Preferred” to avoid 

conflicts where both ends of the link demand to be master. These settings are only active when 

the Line Rate is set to 1GbE. 

Selecting the Reference Clock 
The Reference Clock defaults to Internal. A variety of external clock references are available 

within the References tab as shown below. The external clock reference interface ports are 

located on the rear panel of the instrument. It is recommended that the Internal Clock Reference 

is used for all main Network Emulation applications. The 1 pps Reference ports are for possible 

future use. 

 

 When the interface has been set up to match the network to which it is connected, the LINK 

and REF LOCK Indicators should be coloured green as shown below. 

 

 Click on the Close button once the interface settings are complete. 

Recalling Default Settings 
Instrument settings are preserved after a temporary disconnection. To reset the instrument to 

default settings click on Setup -> Recall Default Settings. 
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Chapter 4 – Selecting Filters 

Chapters 4 and 5 explain how to filter specific flows of traffic and apply a profile of impairments 

to each filter. The model used is described below. If all traffic is to be impaired in one single 

impairment profile skip this chapter and go straight to Chapter 5. 

Flow Filter and Impairment Profile Model 
The diagram below illustrates how the Incoming Traffic enters the “Flow Filters” and how 

packets get filtered and processed through individual Impairment Profile paths before being 

recombined into the Outgoing Traffic. 

  

The various colours in the Incoming Traffic represent the various packet types that may be 

present at the Ethernet input ports. The Incoming Traffic is applied to Flow Filter 1 (this is the 

highest priority filter). Any packets that match Flow Filter 1 criteria are passed to the right-hand-

side through Profile 1 where a combination of Fixed Delay, Jitter and Corruption Impairments 

can be applied.  All remaining traffic that does not match Flow Filter 1 criteria is passed 

downwards to Flow Filter 2. Any packets that match Flow Filter 2 criteria are passed to the right-

hand-side through Profile 2 where a different combination of Fixed Delay, Jitter and Corruption 

impairments can be applied. All remaining traffic that does not match Flow Filter 2 criteria is 

passed downwards to Flow Filter 3 and so on. Traffic that does not match any of the Flow Filters 

criteria passes through Flow Filter 8 and on to Impairment Profile 8.  

The traffic at the output of all 8 Impairment Profiles is recombined to make-up the Outgoing 

Traffic after the impairments have been applied. 

The above diagram and procedure is duplicated for traffic in each direction. 
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If no filters are set all traffic passes through Flow Filter 8 and Profile 8 as shown below. 

 

Selecting Flows 
Specific traffic flows can be selected by applying one or more filters to the incoming traffic. 

 To access Flow Filters click on Select Flows as shown below.   

 

The Flow Filter Launch window shown below will appear giving access to various functions.   

 

From this Launch Window 5 functions can be launched; 

o Flow Wizard 

Flow Wizard is a tool that automatically detects traffic flows in the incoming Ethernet 

signal and presents these flows to the user for easy creation of filters based on those 

detected flows. Flow wizard operates on “all packet” capture of the incoming traffic. If 
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capture data is not currently held in memory a new data capture will be automatically 

started when Flow Wizard is selected. 

o Filter Builder 

Filter Builder provides a manual method to create filters based on user input to select 

protocol structure and the value of key fields for example IP Source and IP Destination 

addresses. 

o Capture Flows 

Initiates an “all packet” capture. This captures all packets being received at the Ethernet 

ports. Capture files can be saved using File->Export or analysed using Wireshark. 

o Import 

Allows the user to import previously saved “all packet” capture files (.cpd) for protocol 

and network delay analysis, or to import PCAP files to quickly set Flow Filters based on 

the previously captured traffic. Previously saved Flow Filter files can also be imported.  

Import/Export of Flow Filters is described in Appendix 3 - Other Features and Functions. 

o Wireshark 

Opens the Wireshark application software and automatically decodes the current 

capture file held in memory. If an “all packet” capture is not currently held in memory, a 

new capture will automatically start. 

There are 3 methods to create Flow Filters; these are Flow Wizard, Filter Builder and Import 

from PCAP (these are described briefly above). All 3 methods can be used individually or in any 

combination to create the desired list of Flow Filters.  The total size of all filters must not exceed 

128 Bytes.  Each filter must be set within the first 256 Bytes of the Ethernet packets. 

Using Flow Wizard to Create and Set Filters 
 Click on Flow Wizard shown encircled in the graphic on the previous page to start an All 

Packet Capture, then click on the Stop Capture button (shown encircled below) after a few 

seconds. 
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 During this capture period the Paragon-X will capture all packets of the traffic on its active 

ports. Once the capture has been stopped a “Packet Capture Data File” (or PCAP file) is 

generated. 

Note: If a capture has been previously run Flow Wizard will analyse that data rather than start a 

new capture. To force a new capture of data, click on Capture Flows. 

The captured traffic and detected protocols will be extracted from the PCAP file and displayed 

automatically in the format shown below. 

 

The Flow Wizard window is split in to two panes; Detected Flows of captured traffic are listed in 

the table in the upper pane of the window as shown above.  Key packet information fields are 

provided for each detected flow to allow the user to identify the traffic type and its 

characteristics making it easier to set the appropriate filter criteria.   The lower pane lists Flow 

Filters that the user has selected, or Configured, from the upper pane. The lower pane is shown 

on the next page in Figure 4.1 

Note: The window split between upper and lower panes can be adjusted by clicking and 

dragging the grey window divider.  Additional windows features are included to optimise 

viewing the Flow Wizard tables. These are explained in Appendix 2 – Optimizing Flow Wizard 

Window Viewing Features. 

1. The protocol identified for each Flow adopts the Wireshark naming convention.  

For example eth:ip:data represents an Ethernet packet containing an Internet Protocol 

header with a Data Payload. 

2. The instrument port number that the Detected Flow was received on indicates the 

direction of each flow. 

3. The Key Packet fields provide the byte values detected in each key field of the packet. 

Where applicable a “decode” of the bytes is also included. 

For example IPv4 (0x0800).  

The Key Packet fields are dynamically displayed depending on the protocol detected. 

For example fields like vlan:id and vlan:priority are only displayed if a vlan protocol is 

detected within the captured traffic. This reduces the overall number of fields displayed 

allowing the user to easily locate fields of interest. 
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There are 2 Modes of selecting Flow Filters; An Individual Flow Filter can be created by selecting 

any one detected flow while a Composite Flow Filter can be created from several detected 

flows. Any combination of Individual Flow Filters and Composite Flow Filters can be created (or 

“Set”) up to an overall total of 7 for each port. Each Filter that is set is given an associated user 

configurable Impairment Profile. 

Note: the number of available Filters/Profiles per port is dependent on the options fitted. 

Setting Individual Filters 

 To set an Individual Flow Filter click on  then click on the checkbox 
of the Flow(s) to be chosen. Example shown below.  

 

 Now click on  .  

 The selected Flow Filters appear in the lower pane of the Flow Wizard window as shown 
below. Other Filters can be added using FilterBuilder and/or Importing from a PCAP file (see 
page 22 for full details). 

Figure 4.1 
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 The packet characteristics, or criteria, of each filter is detailed in the various field columns as 

shown in Figure 4.1 on the previous page. These are the fields/values that incoming traffic 

will be matched against once the filters are set in the instrument hardware. 

 When all desired Filters have been configured. Click on  as shown in Figure 

4.1 on the previous page. The Filters in the instrument hardware will now be set. 

Note: Filters can be configured using Flow Wizard, Filter Builder or Import from PCAP. It is 

only necessary to Set Flow Filter once after all Filters have been configured. 

Setting Composite Filters 

To set a Composite Flow Filter click on  then select a combination of 

flows by clicking on the appropriate checkboxes.  Note that only flows of the same packet 

structure can be combined to create a Composite Flow Filter. For example multiple IP flows can 

be used to create a Composite Filter, but an IP flow and VLAN flow cannot be combined. 

 Now click on  .   

 The new Composite Flow Filter is appended to the list of Flow Filters in the lower pane of the 

Flow Wizard window as shown encircled below. Repeat to add more Composite Filters as   

required. 

 

 When all desired Filters have been configured. Click on  . 
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Naming or Editing a Profile 
 To name a Profile click on the Name field then edit the default name in the “Edit Line” 

shown highlighted in yellow above. Now click on  to complete the change or click on  

 to undo the change. Profile names are limited to 12 characters (Alphanumeric and 

underscore, no spaces allowed).  

 Each Profile can be named, for example we could name Profiles 1 -4; VLAN1, VLAN2, IP1 and 

IPv6 respectively as shown in the graphic below. 

 Other fields, such as IP Destination Address, can be edited in the same way as the Name 

field. 

 The Port (or direction) that the filter applies to can be edited in the same way as above. 

Setting the Priority of Filters 
The Flow Filters are listed in priority order (Profile 1 is highest priority). The priority can be raised 

or lowered by clicking on the left-hand side of a specific filter row (shown encircled below) then 

using the buttons to increase or decrease the priority of that filter. 

Note that there are 2 separate orders of priority, one for Port 1 Filters and another for Port 2 

Filters.  

 Once all edits to the Flow Filters are complete click on the    button to update 

the filter settings in the instrument hardware. 

Removing Filters 
A single Filter can be removed by clicking on the Filter row in the Flow Filters Table, then clicking 

on the Remove Row button. All Filters can be removed by clicking on the Remove All Rows 

button. The location of these buttons is shown in the graphic above. 

Removing a Field from a Filter 
Note: the following operation is not reversible; 

To remove an individual field from a filter. Click on the field to be removed and then click on 

This has the effect of “widening” the filter allowing more traffic to pass through the associated 

Profile.   

Removing Columns from the Set Filters table 
It is possible to remove a column from the table by right-clicking the mouse on the column. This 

pops-up a button as shown which can be clicked to remove the column.   
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After all the desired Filters have been Configured and Set it is not necessary to close the Flow 

Wizard window, but if the window is closed it can be re-opened if subsequently required by 

clicking on Select Flows, then clicking on Flow Wizard. 

Note: It is possible to open the Wireshark application to view the protocol decode of traffic at 

any time after the “all packet” capture has completed. It is also possible to have both Wireshark 

and Flow Wizard applications open at the same time.  

Note: Additional filters can be added retrospectively by returning to Flow Wizard, Filter Builder 

or Import. 

 Return to the Network Emulation window to see a summary of the Filters and Profiles set as 
shown below. 

 

The summary above illustrates the Priority of Profiles (highest = Profile 1), and the Filters 
associated with each Profile.  Profile 8 represents all traffic received that does not match any of 
the set Filters on Profiles 1 through 4. 

The Filter Names (highlighted in yellow above) are set in Flow Wizard. It is possible to return to 
Flow Wizard and edit the names to make the Filters and Profiles easy to identify, or to change 
the priority of the profiles.  
Note: To access Flow Wizard click on Select Flows. 

The graphic above illustrates the Profiles set in direction Port1->Port2. Click on the Port2->Port1 
tab to see the Profiles set in the opposite direction. 

Using Filter Builder to Create Filters 
Creating Filters using Filter Builder involves manually configuring the expected protocol 

structure, then selecting and defining values for key fields.  
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 Click on Select Flows, then select Filter Builder. The following window is displayed; 

1. First set the Layers in the protocol stack using the drop-lists across the top of the Filter 

Builder window. It is important to set whether or not VLANs and/or MPLS labels are present 

in the structure (as shown below) as this affects the starting byte position of Layer 3. 

 
 
Note that setting VLAN or MPLS in the drop-lists shown above does not set the Length/Type 

field. This needs to be set manually in Step 2 below. 
2. Now enter the field details to be filtered. Fields can be expanded and collapsed by clicking 

on the Field Header (MAC example shown encircled below). 

 
A blue asterisk indicates that a collapsed Field Header has an entry – example shown below 

and annotated “a” on the previous page.  
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If an invalid, incomplete or out-of-range value is entered in any field a red asterisk is 

displayed as shown below. 

 
 

Hovering the mouse over the field displays the value range information as shown encircled 

below. 

 
3. Click on Configure Filter. The Filter created is the logical AND of all fields entered. 

(Repeat to add more Filters. You can also add Filters from Flow Wizard). 

The Filter direction (Port) can be edited – annotated “b” on the previous page. 

4. Click on Set Flow Filter when all desired filters have been configured. 

When the filters are Set the status field changes from ”Unset” to “Set”. 

Filters created using Filter Builder are given default names “Builder0” etc to distinguish them 

from those created using Flow Wizard. 

 

Filter Builder protocol field definitions, ranges and units are shown below. 
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Header Field Name Definition Range (units) 

MAC Source Address 
Destination Address 
Length/Type 

6 One-byte fields 
6 One-byte fields 
Drop-List 

00 to ff  (hex) 
00 to ff  (hex) 
0x0 to 0xffff (hex) 

VLAN Priority 
VLAN ID 
Type (TPID) 

Value 
Value 
Value 

0x0 to 0x7 (hex) 
0 to 4095 (decimal) 
0x0 to 0xffff (hex) 

MPLS Label Value 0x0 to 0xfffff (hex) 

IPv4 DiffServ/TOS 
Protocol 
Source Address 
Destination Address 

Value 
Drop-List 
4 fields 
4 fields 

0x0 to 0xff (hex) 
0 to 255 (decimal) 
0-255 (decimal) 
0-255 (decimal) 

IPv6 Source Address 
Destination Address 

8 x 2-byte fields 
8 x 2-byte fields 

00 to ff (hex) 
00 to ff (hex) 

TCP/UDP Source Port 
Destination Port 

Drop-List 
Drop-List 

0 to 65535 (decimal) 
0 to 65535 (decimal) 

GTPv2 Version 
Message Type 
Tunnel Endpoint ID 

Value 
Drop-List 
Value 

0x0 to 0x7 (hex) 
0 to 255 (decimal) 
0x0 to 0xffffffff (hex) 

Custom Byte 
Offsets 

L2 Offset 
L3 Offset 
1 Byte Mask 
4 Byte Mask 
1 Byte Value 
4 Byte Value 

Value 
Value 
Byte Mask 
Byte Mask 
Byte Value 
Byte Value 

0 to 31 (decimal) 
0 to 225 (decimal) 
0x0 to 0xff (hex) 
0x0 to 0xffffffff (hex) 
0x0 to 0xff (hex) 
0x0 to 0xffffffff (hex) 

 

Creating Filters from an Imported PCAP file 
Filters can be created by importing a previously captured PCAP file. 

 Click on Select Flows, then select Import. 

 Now select the desired PCAP file and click Open. 

 The flow information from the PCAP file is automatically displayed in Flow Wizard upper 

pane. 

 Now follow the process for Flow Wizard (page 17) to set the desired Filters. 

 

Filters created using Filter builder or from Imported PCAP files can be edited in the same way as 

described in the previous section on Flow Wizard. 

Filters set using Filter builder or from Imported PCAP files appear in the Profile Summary in the 

same way as those created using Flow Wizard. 
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Filter Ranges and Wildcards 
Filters created by Flow Wizard or Filter Builder, or by importing a PCAP, can include ranges and 

wildcards expanding the filter criteria to match a wider range of traffic.  One example is to filter 

on a range of IP addresses (or a subnet of IP addresses).  Another example is to filter on a 

contiguous range of VLAN ID’s or a non-contiguous range of IP addresses. 

Entering a subnet range of IP addresses and entering wildcards using Filter Builder 

 

1. Annotation “1” above illustrates how to enter wildcards in the MAC Destination and Source 

Address fields.  A wildcard is entered using the * character (asterisk). It can be entered in any 

combination of MAC address fields. Each wildcard matches any byte value for that part of 

the address field. 

2. Annotation “2” illustrates how to enter a range of IPv4 Source Addresses. The address is 

entered in dot-decimal notation followed by an optional CIDR (Classless Inter-Domain 

Routing).  Entering the address without CIDR will set one unique IP address to be used. 

Entering with a CIDR value will set a range of IP address values. 

The above example illustrates an IP Source Address of 192.168.128.0 with a CIDR value of 17 

bits.  This will set a range of IP Source Addresses from 192.168.128.0 through to 

192.168.255.255  - that is 32,768 contiguous addresses. 

A smaller address range can be set by using a bigger CIDR value. 

E.g.  192.168.128.0/24 covers the range 192.168.128.0 through 192.168.128.255  

(A range of 256 contiguous IP addresses). 
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3. Annotation “3” on the previous page illustrates how to enter wildcards in the IP Destination 

Address fields. A wildcard is entered using the * character (asterisk). It can be entered in any 

combination of IP address fields. Each wildcard matches any byte value for that part of the 

address field. 

Note that wildcards and CIDRs are mutually exclusive on the same IP Address field; for 

example 192.168.3.*/17 is not allowed. 

 

4. IPv6 Address fields also accept wildcards and CIDR ranges in the same way as IPv4 Address 

fields. 

5. Wildcards and CIDR ranges can also be entered directly into Flow Wizard by editing the Filter 

fields as shown on the previous page (annotated “a”). 

6. Non-contiguous ranges of IP addresses and MAC addresses can also be entered using Flow 

Wizard. The range is entered using commas to separate the values. The range must be 

within the same Octet/Byte. (E.g. 192.168.100.1,  192.168.100.5, 192.168.100.255) 

 

Entering a VLAN ID range 

 

1. Enter the VLAN ID range in Filter Builder using the “-“ character between the min and max 

values of the contiguous range as shown in the graphic above annotated “1”. 

A non-contiguous range can also be entered using “,” as a separator. (E.g.   1,3,7,100) 
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Note that the range must be contiguous and lie within the limits below; 

0-255 

256-511 

512- 767 

768-1023 

1024-1279 

1280-1536 

 … 

 … 

3583-3838 

3839-4095 

Any range that crosses over the limit boundaries given above is invalid (e.g. 250-260 is an 

invalid VLAN ID filter range). 

2. A VLAN ID range can also be entered directly to Flow Wizard by editing the Filter fields as 

shown on the previous page (annotated “c”). 

 

Custom-Byte Filters 
Non-standard protocols can be filtered using Custom Byte Filters. These Filters can match on 1 

single byte in the packets or up to 4 consecutive bytes. Up to 5 instances of each type of filter 

can be created to match on multiple byte locations in the packets. 

The Filters are specified by a starting point (Offset from Layer 2 or Layer 3 position), a mask and 

a value. The Layer 2 or 3 position is determined by the VLAN and MPLS settings along the top 

line of Filter Builder as shown below. 

 

Example Custom-Byte Filter 

This example creates a Custom 1-Byte Filter to match a DCSP value of “8” in IPv4 packets. 

 

Note that if custom-byte filters are being combined with non-custom-byte filters care should be 

taken to avoid both types of filter trying to set the same bytes in the filter to different values.
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Chapter 5 - Adding Impairments to Selected Traffic 

The previous chapter detailed how to set up filters to select specific flows of traffic received at 

the instrument’s Ethernet ports.  This chapter describes how to configure and add impairments 

to the previously selected traffic flows.   

Impairments Overview 
Paragon-X Network Emulation provides 16 independent Profiles of impairments, 8 in each 

direction.  A combination of impairments can be added to each profile – for example Fixed Delay 

(latency), Jitter (PDV) and Corruption. The table below shows the valid combinations of 

impairments that can be applied to each profile (shown in green). 

 

Impairments are applied in the following order: 

Policer 

Lost Packets 
Header Overwrite (L2 CRC is recalculated after overwrite) 

Errored Packets (L2 CRC is inverted on errored packets) 

Misorder Packets 

Repeated Packets 
Variable Jitter & Random Packet Loss 
Delay & Jitter (Profile) 

Shaper 
 

When multiple impairments are applied to the same profile they can affect each other - for 
example if Errored Packets is combined with Repeated Packets some Errored Packets may also 
be Repeated. 

 

Lost Errored Repeat Misorder

Delay

Jitter (Profile)

Lost

Errored

Repeat

Misorder

Header Overwrite

Physical Corruption

Random Packet Loss

Bandwidth Control

Variable Jitter

Bandwidth 

Control

Variable 

Jitter
Impairment Matrix

Corruptions
Delay Jitter (Profile)

Header 

Overwrite

Physical 

Corruption

Random 

Packet 

Loss
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 Click on the Impairments button as shown encircled below to view a summary of the Profiles 

that have been set up and to access the impairments configuration. 

Figure 5.1 below shows an example where 3 Profiles have been set up for traffic received at the 

Port 1.  The Profiles are numbered 1 to 3 and the associated Flow Filters named as they were 

during set up in Flow Wizard. Profile 8 represents the remainder of the traffic received at Port 1 

that does not match any of the Flow Filter criteria in Profiles 1 through 3. 

Note: when there are no Filters set up all traffic flows through Profile 8. 

Each Profile has a Fixed Delay and Jitter, Corruption and Bandwidth Control Impairment 

element (Profile 1 impairment elements are shown highlighted in yellow in Figure 5.1 below). 

These elements are used to configure the impairments and to indicate which impairments are 

enabled/active.  

A summary of the Port 2 Profiles can be viewed by clicking on the Port2->Port1 tab shown 

encircled below.  

 

Figure 5.1 Impairments Summary View 
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Setting the Instrument Intrinsic Delay Value 
The instrument hardware processes every packet received at the Ethernet ports. This introduces 

a small intrinsic delay to the packets while they are buffered within the instrument. To keep this 

intrinsic delay to a minimum the user is able to set the maximum packet size expected to be 

received. The user should select small, normal or jumbo packets. 

Note that received packets will be dropped if they exceed the selected maximum packet size 

when set to small or normal packets.  Packets exceeding the Jumbo packet size (12000 bytes) are 

not dropped, but will have intrinsic delay greater than the indicated values.   

 To change the packet size click on the Fixed Delay and Jitter or Corruption or Bandwidth 

Control element of any enabled Impairment Profile as shown below. 

 

 Now click on the Change button as shown encircled below.  

 

The following dialog box is then displayed; 

 

Click on the radio button of the appropriate 

Packet Size then click on Apply.  The Packet 

Size and Intrinsic Delay will be updated on 

screen. 

Note that the intrinsic delay values for each 

packet size are smaller if Low Intrinsic 

Mode is selected. Low Intrinsic Mode is 

enabled by first clicking on the Memory 

Allocation button. This is discussed in the 

following section entitled Profile Memory 

Allocation. 
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Profile Memory Allocation 
Paragon-X Network Emulation provides flexible allocation of its memory block to each 

Impairment profile. This allows the user to optimise the memory allocation spread across the 

particular profiles that are in use for the specific application. This section describes the operation 

in non-Extended Delay Mode. 

Extended Delay Mode operation is described in the next section. 

The maximum available memory is 80 seconds per Port (dependent on the Line Rate). Each 

Profile can be set to any value from zero to maximum, but the sum total of all Profiles cannot 

exceed the maximum available memory for the Port. Part of the memory allocation is used-up 

each time Fixed Delay and Jitter are added to an impairment profile. 

Note:  Max Available memory/delay is dependent on Line Rate (10GbE: 0.8s, 1GbE: 8s, 100MbE: 

80s).  

The default Memory Allocation Type is Single, where all the memory is allocated to a single 

profile (Profile 8) on both Ports as shown below. 

To re-configure the profile memory allocation; 

 Click on the Memory Allocation button as shown encircled below. 

 

 Choose the required Type by selecting from the list of radio buttons as shown encircled 

above.  
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The Multi setting shares the memory 

allocation equally over all profiles. 

The User Configurable setting allows 

the user flexibility in allocating 

memory as desired. 

Note: The User Configurable default 

settings are dependent on whether the 

previous setting was Single or Multi. 

 

 

 

 

 

 One typical configuration is as shown below. 

 

In this example for 1GbE interface the 

total 8 seconds of available memory is 

split over 4 profiles on Port 1. 

 

On Port 2 the 8s of memory is 

allocated to one single profile.  

 

 

 

 

 

 

 Set the appropriate memory allocation values for the profiles to be used. 

 Click Apply when complete. 

Low intrinsic Mode (as shown highlighted above) disables all memory providing a low intrinsic 

delay path through the instrument.  Corruption impairments can be added in this mode, but not 

Fixed Delay or Jitter. 
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Extended Delay Mode 
In normal operation, Paragon-X Network Emulation provides a fixed maximum limit of 

delay that can be flexibly applied across the configured profiles on each port. For 

example when set to 1Gb/s interface, there is a maximum limit of 8 seconds delay – that 

could be 8s on one profile, 1s on each of 8 profiles, or any other configuration of delay 

that adds up to 8s maximum. In this mode of operation, the fixed maximum limit 

ensures that all packets pass through the instrument right up to the full Line Rate 

(1Gb/s). No packets are unintentionally dropped. 

 

In scenarios where the full Line rate of traffic is not required, Extended Delay Mode 

allows the user to add higher levels of delay. This is done at the expense of the 

maximum rate of traffic that can pass through without dropping packets. For example, in 

Extended Delay Mode it is possible to set 16 seconds of delay on the 1Gb/s interface 

(twice the normal limit). The maximum traffic rate possible with this delay setting is 

500Mb/s (half the normal limit).  At traffic rates higher than 500Mb/s some packets will 

be unintentionally dropped. 

 

The formula for calculating the Max Delay and Traffic Rate using the 1Gb/s interface is; 

Max Delay (seconds) x Traffic Rate (bandwidth in Gb/s) = 8 (constant) 

Some examples; 

Delay Bandwidth 

400s 20Mb/s 

160s 50Mb/s  

80s  100Mb/s 

16s  500Mb/s 

8s  1Gb/s 

2s  4Gb/s 

 

Adding Fixed Delay in Extended Delay Mode 

 

1. Enter the value of Fixed Delay required as shown annotated above. 
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If the value of Fixed Delay entered is greater than the Available delay the user will be 

prompted to confirm a change to Extended Delay Mode.  Note that adding Jitter also uses up 

the Available delay which can result in switching to Extended Delay Mode when jitter is 

selected. 

2. To change to Extended Delay Mode click on Yes. 

 
3. When in Extended Delay Mode the display of Remaining delay changes to an indicator that 

Extended Delay Mode is set as shown illustrated below. 

 

 

4. If the user chooses NOT to enter Extended Delay Mode in step 2 by clicking on No the 

following prompt is displayed and no change is made to the Fixed Delay setting; 

 

 

Note that it is possible to re-allocate more memory to a particular profile to achieve more Fixed 

Delay on that profile without entering Extended Delay Mode. This is done by clicking on the 

Memory Allocation button shown encircled in the graphic on the next page. 
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Apply Changes button 
Entering impairment configuration values can be completed by pressing the Enter key on your 

keyboard to make a single field change.  To change multiple fields at the same time use the 

Apply Changes button. 

When each field value is changed the field background colour changes to yellow as shown 

encircled below for the Fixed Delay and Packet Corruption Rate fields. The changes are not 

activated until the Apply Changes button is pressed.  This provides a means to change or vary 

multiple impairments at the same instant while impairments are running. 
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Adding Fixed Delay to an Impairment Profile 
 In the Impairments Summary View (see Figure 5.1 for reference) click on the Fixed Delay 

and Jitter element in the Profile to be impaired.  This gives access to the Impairment Setup 

View where various types of impairment are added as shown in Figure 5.2. 

The legend, shown encircled, at the top right of Figure 5.2 identifies which Filter the 

impairments profile relates to. In this case “Port: 1 Filter Name: MPLS”. 

 Enter the required Delay setting for this Profile in the Fixed Delay field shown highlighted in 

yellow below. The combined value entered cannot be greater than that displayed in the 

Remaining Field.   

The Available (µS) field displays the amount of memory allocated to this Profile. More memory 

can be allocated using the Memory Allocation function – see page 32.  Adding a Fixed Delay 

impairment will reduce the remaining memory resource and this will be reflected in the 

Remaining (µS) value displayed.  

 

Figure 5.2: Impairment Setup View 
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 Click on <<Control to return to the Impairment Summary View.  

 

The Impairment Summary View shown above indicates that Fixed Delay and Jitter are Enabled 

for Profile 1 (Enabled impairments elements are coloured green for easy identification). A 

summary of the Remaining Delay that can be configured for other Profiles is also provided. 

 Repeat the above procedure to add Fixed Delay to other Profiles as required. 

The Information Icon positioned at the right-hand side of each Profile gives a quick summary 

of the impairments configured for each Profile. Hover the mouse over the information icon to 

see the summary. 

To remove a Fixed Delay impairment click on the appropriate Profile and set the values to 0.  

Note: The Clear Impairments button can be used to clear all Impairment Profiles simultaneously. 

 When all required impairments have been added to the profiles click on    to 

apply the Impairment Profiles to the traffic flowing through the instrument. 

The button will change from   to .  The Impairments workflow 

button will also turn red and say “Stop Impair”. Enabled impairment elements will also change 

from Green to Red to indicate they are being applied to traffic. 

Note: Fixed Delay value can be changed dynamically while impairments are still running. 

 Click on  to stop impairing the traffic. 
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Adding Jitter to an Impairment Profile 
 In the Impairments Summary View (see Figure 5.1 for reference) click on the Fixed Delay 

and Jitter element in the Profile to be impaired.  This gives access to the Impairment Setup 

View where various types of impairment are added as shown below. 

Note that Jitter is mutually exclusive with Variable Jitter and Profile Corruption impairments. 

 Jitter is added to an impairment profile by first selecting the distribution type and 

parameters, then generating a profile of Jitter points that is downloaded to the instrument 

hardware. 

 Follow steps 1 to 7 below to generate and download a Jitter profile to the hardware. 

 

1. Click on the Jitter checkbox. 

2. Choose the Jitter Distribution type for the profile to be generated by clicking on the 

appropriate radio button. Each type displays a graph that illustrates the shape of the 

distribution and also the relationship between the values; Fixed Delay, Mean, Max and 

Standard Deviation etc. 

Note that the Gaussian distribution is bounded by the Max and Min values (Truncated 

Gaussian distribution). 

3. Enter the parameters to be used to create the Jitter distribution profile. 

Explanation of fields; 

Max (µs) – sets the Maximum Delay value of the Jitter Profile. 

The maximum value that can be set is the Fixed Delay value + 107ms. (Resolution 0.1µs) 
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Fixed Delay – this field displays the value of Fixed Delay that is set (if any). The jitter profile is 

superimposed on top of the Fixed Delay. 

Mean (µs) – displays the Mean Delay value. 

Std Dev (µs) – sets the spread of the jitter distribution. 

Points – sets the number of points in the jitter distribution profile (range 2 – 1-024) 

For the Jitter Generation option parameters shown on the previous page all packets would 

have a minimum delay of 200µs (Fixed Delay) and a jitter delay value somewhere between 

0µs and 100µs (Max minus Fixed Delay). The Fixed Delay and Jitter values are added together 

to get the total delay so the actual delay range would be from 200µs to 300µs. 

 

4. Click on the Generate button to create the profile of jitter values to be used. (If 1024 

“points” was chosen in step 3 then 1024 values will be created in the profile). 

At this point the profile can be displayed in a table, TIE graph or PDF (Probability Density 

Function) graph by clicking on the Display button.  When the table of points is displayed click 

on Graph->Show Graph in the Menu Bar to view the generated profile as a Delta Delay (TIE) 

graph, or click Tools->Plot PDF/CDF/Histogram to view a PDF. 

Note that the profile table & graphs do not include any Fixed Delay component. Only the 

Jitter component is displayed. See Chapter 9 for more general details on Displaying Graphs. 

The Generated profile can also be exported, edited and re-imported. To export ensure the 

table/graph of generated values is displayed then use File->Export from the Menu Bar and 

save as .csv file.  To import click on Import and select the required .csv file 

See section on Editing a Jitter Distribution Profile on page 90 for details on how to manually 

edit a Jitter Profile. 

To exit the table/graph view click on the Impairments button located in the workflow area.  

5. Key information about the profile values generated (such as Max Delay, Min Jitter, Max 

Jitter) is displayed. 

6. Steps 3 and 4 can be repeated adjusting the parameters to achieve the desired profile. 

7. Click on the Apply button to save the generated jitter profile. 

 

 Click on <<Control to return to the Impairments Summary View. 

 When all required impairments have been added to the profiles click on    to 

apply the Impairment Profiles to the traffic flowing through the instrument. 

The button will change from   to .  The Impairments workflow 

button will also turn red and say “Stop Impair”. 

Note: Jitter Distribution types and values can be changed dynamically while impairments are still 

running using the Generate and Apply Changes buttons. 

 Click on  to stop impairing the traffic. 
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Adding Corruptions to an Impairment Profile 
Note that Packet Corruption and Physical Corruption impairments cannot be combined in a 

single profile. 

 In the Impairments Summary View (see Figure 5.1 for reference) click on the Corruption 

element within the Profile to be impaired.  This gives access to the Impairment Setup View 

where various types of impairment can be added as shown below. The following sub-

sections describe how to add each type of Corruption. 

Adding Packet Corruptions 

 Click on the Packet Corruption checkbox as shown encircled below. 

 Choose the Type(s) of Packet Corruption required from the list provided as shown 

highlighted in yellow below. Click on the appropriate checkbox to select it. At least one Type 

must be selected. By default Errored Packet is selected. 

Note that multiple Packet Corruption types can be applied at the same time. 

 

 

Packet Corruption Type descriptions; 

Packet Corruption 
Type 

Description 

Errored Packet An Ethernet Frame Check Sum value is Errored on a packet selected at 
random. 

Lost Packet An Ethernet Packet is dropped. The Packet to be dropped is selected at 
random. 

Repeated Packet An Ethernet Packet is repeated. The Packet to be repeated is selected at 
random. 
Repeat Range: 1 to 10,000 in steps of 1 packet. 

Mis-order Events to a 
depth. 

Packets are transmitted out-of-sequence. The depth value represents the 
relative deviation of the packet from its proper position in the sequence. For 
example a depth of 3 would move the affected packet from sequence position 
4 to sequence position 7. 
Depth Range: 1 to 32 in steps of 1 packet. 
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 Choose the desired Distribution for each Packet Corruption type by clicking on the Packet 

Corruption text (highlighted in blue) then choosing the distribution from the selections 

provided. Repeat for each Packet Corruption type required. 

See the table below for a description of the settings. Click on the appropriate radio button to 

select. 

Note that a different Distribution can be selected for each Packet Corruption Type. 

Distribution 
Type 

Description Periodicity 

Single One single event of the corruption is applied to the packets. Continuous 

Burst of packets One single burst of packets. Range 1 to 10,000 packets in steps of 
1 packet. 

Continuous 

Rate (%) The rate at which the corruption occurs within the packets. Range 
0.00001% to 99.99999% in steps of 0.00001% 

Continuous 
or on/off 
repeat 

Ratio The ratio at which the corruption occurs within the packets. Range 
1E-7 to 9E-1. 
Mantissa 1 to 9 in steps of 1. Exponent -7 to -1 in steps of 1. 

Continuous 
or on/off 
repeat 

Constant The Corruption event is always active. Continuous 
or on/off 
repeat 

 

 Click on <<Control to return to the Impairments Summary View. 

 When all required impairments have been added to the profiles click on    to 

apply the Impairment Profiles to the traffic flowing through the instrument. 

The button will change from   to .  The Impairments workflow 

button will also turn red and say “Stop Impair”. 

Note: Corruption Distribution types and values can be changed dynamically while impairments 

are still running. 

 Click on  to stop impairing the traffic. 
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Header Overwrite 
Paragon-X Network Emulation can overwrite any or all bytes within the first 128 bytes of each 

packet. This usually covers the header(s) and part of the data portion of a packet. 

 Click on the Header Overwrite checkbox as shown encircled below. 

 

 Click on the Link Encapsulation Drop-Down Button (encircled above) and select the 

appropriate Link Encapsulation protocol from the Drop-Down List as shown below. The 

selected protocol should be set to match the particular profile that is being configured. (IEEE 

802.1Q is the Network Standard that specifies the support of VLANs.  IEEE 802.1QinQ is the 

Network Standard that specifies the support of stacked VLANs)  

 Click on   as shown encircled and highlighted in yellow on the right hand side of the 

above graphic to expand the packet byte structure as shown on the next page. 
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 Click on the Service Drop-Down Button and select Raw Bytes or Test PDU as shown above. 

Selecting Test PDU will insert a Calnex Test Packet Data Unit into the Data field of the 

selected packet(s) as shown encircled above. The overall packet size will remain unchanged. 

The packet byte values can be modified by editing the fields on the right-hand side of the packet 

byte structure shown above. To edit a value click on the bit or byte twice, then enter the value in 

the appropriate format (Hex or Binary). The graphic above shows VLAN 2 ID being overwritten 

with the value C8 (Hex). This could also have been entered as binary 0000 1100 1000. Either of 

these methods will overwrite the VLAN ID with value 200 (Decimal). See the section entitled 

“Using the VLAN Header Editor” on the next page for help calculating and entering the packet 

byte values. 

Bytes can also be inverted by entering v for the byte value or bytes can be left unmodified from 

the original packet values by entering – (dash). Any changes can quickly be undone by clicking on 

the Reset button as shown encircled above. 

 Choose the desired Distribution Type and Periodicity for the Header Overwrite from the 

selections provided as shown below.  Click on the appropriate radio buttons to select. 

 

Note: The distribution types available are the same as for Packet Corruption described in the 

section entitled “Adding Packet Corruptions”, page 42. 

 Click on <<Control to return to the Impairments Summary View. 

 When all required impairments have been added to the profiles click on    to 

apply the Impairment Profiles to the traffic flowing through the instrument. 

The button will change from   to .  The Impairments workflow 

button will also turn red and say “Stop Impair”. 
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Note: Header Overwrite Distribution types and values can be changed dynamically while 

impairments are still running. 

 Click on  to stop impairing the traffic. 

 

Using the VLAN Header Editor 
A tool is included to help translate byte values from Decimal to Hex and Binary. To access this 

tool click on the VLAN Header Editor button shown encircled below. 

In the example below a VLAN ID value of 100 (Decimal) has been entered in the Editor field. The 

translated binary value (1100100) is shown highlighted both in the Editor tool and also where it 

should be entered manually in the VLAN ID field. 

Hex or Binary format can be selected. Note that this only applies to the VLAN and Type fields. All 

other fields are always displayed in Binary format. 
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Adding Bit Errors to Packets 
Paragon-X Network Emulation can simulate adding Bit Errors by inverting a bit in the Data 

portion of the Frame as shown below.  A range of Bit Errored Packets can be set using the 

normal Distribution selections (e.g. Single, Ratio etc.).   

 

Physical Corruptions 
Two types of Physical Corruptions can be added; 

 Symbol Errors 

This feature inserts Symbol Errors by violating the Line Coding of the signal on the physical 

interface. Symbol Errors are not generated during Start Frame De-limiter (SFD), Idle Symbols 

or Auto-negotiation Symbols. 

 Link Flap 

This feature allows the instrument ports to be cycled off/on to simulate Link Flapping. Both 

ports can be set to operate simultaneously for Failover Testing.  In this mode the time 

difference between ports switching off is < 1ms  

Note: Physical Corruptions are applied to all Profiles on the selected port simultaneously. They 

cannot be applied to individual Profiles. Also Physical Corruption impairments cannot be 

combined with Packet Corruption or Header Overwrite impairments.  

 Click on the Physical Corruption checkbox and select the Type of corruption to be applied 

(Symbol or Link Flap) as shown encircled below. 
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 Choose the desired Distribution Type and Periodicity for the Physical Corruption from the 

selections provided as shown below.  Click on the appropriate radio buttons to select. 

 

Note: The distribution types available are the same as for Packet Corruption described in the 

section entitled Adding Packet Corruptions, page 42. 

 Click on <<Control to return to the Impairments Summary View. 

 When all required impairments have been added to the profiles click on    to 

apply the Impairment Profiles to the traffic flowing through the instrument. 

The button will change from   to .  The Impairments workflow 

button will also turn red and say “Stop Impair”. 

Note: Physical Corruption Distribution types and values can be changed dynamically while 

impairments are still running. 

 Click on  to stop impairing the traffic. 

Random Packet Loss (G.1050) 
This feature allows packets to be dropped with a randomised pattern according to the Markov 

chains theory. This is described in G.1050 Appendix II as the Gilbert-Elliott model. The model 

describes 2 states, a low error rate state and a high error rate state. Within each state there is a 

probability that the next packet will be dropped. There is also a probability that the state will 

change to the other state. The distribution of errors and state changes is randomised. The 

Random Packet Loss feature “replays” a randomly generated profile that “marks” which packets 

passing through the instrument will be dropped. 

 

Notes:  

1. Generating a Random Packet Loss profile will overwrite any existing Variable Jitter Profile 

that has been set up. The user is alerted before the profile is overwritten.  

2. It is not possible to add Variable Jitter impairments while generating a Random Packet Loss 

impairment. 

3. Random Packet Loss is added to all profiles simultaneously. 

4. Packets are dropped using the Delay per packet setting in Variable Jitter. The Delay per 

Time Window setting is disabled with the Random Packet Loss function. 

 

 Click on the Random Packet Loss checkbox as shown encircled on the next page. 

 Select the desired Replay Mode;  Single Mode provides a “one-shot” replay of the dropped 

packet profile while Repeat replays the dropped packet profile continuously. 
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 Once the probability parameters have been entered (example probability settings are shown 

highlighted in yellow above) the dropped packet profile is generated by clicking on the 

Generate Profile button. 

 Click on the Display Data button (shown encircled above) to view the generated profile. The 

dropped packets are displayed as orange markers as shown below. 

To enable the graph click on Graph -> Show Graph in the Menu Bar. 
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Note: The action of clicking on the Generate Profile button will automatically enable Variable 

Jitter and the Variable jitter checkbox will be ticked. The user should not change any Variable 

Jitter settings at this time.  

 Click on the Impairments button in the workflow area. 

 Click on <<Control to return to the Impairments Summary View. 

 When all required impairments have been added to the profiles click on    to 

apply the Impairment Profiles to the traffic flowing through the instrument. 

The button will change from   to .  The Impairments workflow 

button will also turn red and say “Stop Impair”. 

Note: Random Packet Loss settings cannot be edited while they are running. Click on 

 to stop, then edit the settings as required. 
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Bandwidth Control Overview 
Bandwidth Control provides Policing and Shaping functions to emulate the effects of congestion 

in a switch or low speed link access to a network.  The characteristics of Policing and Shaping is 

described below. 

 Policing Shaping 

Objective Drop excess packets Buffer and queue excess packets 

Applicable Inbound traffic Outbound traffic 

Bursts Propagates Burst. Does not 

alter incoming burst rate. 

Controls burst by smoothing the 

output data (alters incoming 

bursts) 

Delay No additional delay 

introduced. 

Smoothing effect is achieved by 

delaying traffic. 

 

Traffic Policing drops packets that exceed the committed bit rate or the committed burst 

tolerance. It therefore has a limiting effect on the traffic bandwidth, but it does not alter the 

incoming burst characteristic of the traffic. 

Traffic Shaping queues packets that exceed the committed bit rate or the committed burst 

tolerance. These “excess” packets are queued in a FIFO buffer, then re-scheduled for later 

transmission to “smooth out” the burst rate of the traffic. 

Policing & Shaping Model 

 

“Advanced Policer” 
The Policer is positioned immediately after the Filtering of the inbound data (before any 

corruptions are added to the traffic). Policing is based on the model described in the MEF 

Bandwidth Profiles for Ethernet Services White Paper. This model classifies packets as Green 

(conformant with the Committed Rate), Yellow (not conformant with the Committed Rate, but 

conformant with the Excess Rate), or Red (not conformant with either Committed or Excess 

Rates). 

The Policing model is implemented using a two token bucket algorithm (Green = Committed, 

Yellow = Excess). The buckets are “topped up” at the arrival of each packet. 

E.g. Green bucket top up quantity = Time (time since last packet) * CIR (Committed Rate) 

The Committed Burst Tolerance is normally set to TCP default window size (64000 bytes) or 3 

times the max size of packets expected in the traffic stream.   
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“Advanced Shaper” 
The Shaper is positioned immediately before the traffic egresses the instrument. This is after any 

corruptions are added to the traffic.  In the Shaper algorithm the token buckets are “topped up” 

at fixed intervals (CBS/CIR) rather than at the instant new packets arrive. When all tokens have 

been used up any further packets are queued in the instrument Shaping buffer. The Shaper and 

Fixed Delay functions share the same FIFO buffer. If the buffer fills completely, no more 

incoming packets can be accommodated and they will be dropped. If the incoming traffic rate 

reduces the buffer starts to empty and incoming packets are no longer dropped. 

Adding Bandwidth Control to a Profile 
 Click on the Bandwidth Control element for the profile to be impaired; example shown 

encircled below.  

 

 Select Advanced Policer and/or Advanced Shaper as displayed below. 

 

 Enter the desired values in the “Committed” fields as shown highlighted above. Then click on 

Apply Changes. The fields are explained on the following page. 
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Advanced Policer Settings 

Setting Description Range 

Committed Rate Sets the Profile Bandwidth.  Packets conforming to the 
Committed Rate are counted as “Green Packets” in 
Statistics & Results. 

Zero to 
maximum set 
Line Rate. 

Committed Burst Tolerance Specifies the maximum packet size that will be allowed to 
pass through the Policer. Larger packets will be dropped. 

64 bytes to 16M 
bytes in 1 byte 
steps. 

Excess Rate Sets the Profile Excess Bandwidth.  Packets that exceed the 
Committed Rate, but fall within the Excess Rate are allowed 
to pass through the Policer. These packets are counted as 
“yellow packets” in Statistics & Results.  
Packets that exceed both the committed and the excess 
rates are dropped. These are counted as “red packets”. 

Zero to 
maximum set 
Line Rate. 

Excess Burst Tolerance Specifies the maximum packet size that will be allowed to 
pass through the Policer as “excess” or “yellow packets”. 
Larger packets will be counted as “red packets” and 
dropped. 

64 bytes to 16M 
bytes in 1 byte 
steps. 

Include Layer 1 Bytes When enabled all fields above are assumed to include L1 
Bytes. That is they include each packet's preamble (8B) and 
minimum IPG (12B) 

N/A 

 

Advanced Shaper Settings 

Setting Description Range 

Committed Rate Sets the average rate of the Traffic egressing the 
instrument.   

Zero to 
maximum set 
Line Rate. 

Committed Burst Tolerance Specifies the maximum allowed packet burst size of traffic 
egressing the instrument. 

64 bytes to 16M 
bytes in 1 byte 
steps. 

Excess Burst Tolerance Specifies the maximum number of bytes that can be 
“saved” during periods of low volume traffic, then re-used 
when traffic volume exceeds the Committed Burst 
Tolerance. 

64 bytes to 16M 
bytes in 1 byte 
steps. 

Include Layer 1 Bytes When enabled all fields above are assumed to include L1 
Bytes. That is they include each packet's preamble (8B) and 
minimum IPG (12B) 

N/A 

Drop Oversized Packets When enabled, packets bigger than the Committed Burst 
Tolerance are dropped. 

N/A 

 

Basic Mode 

In Basic mode the same Policer and Shaper algorithms are used as in the Advanced mode, but 

some of the settings are automatically set making bandwidth control quicker and easier to set-

up. If you want to see the full details of what you have set up in Basic Mode, simply switch to 

Advanced Mode after completing your set-up and the all the advanced settings details are 

displayed. These can then be fine-tuned if required. 

 Select Basic Bandwidth Control as shown on the next page (note that selecting Basic mode 

will deactivate the Advanced Policer and Advanced Shaper). 
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 Select the Link Bit Rate from the drop-list (this is equivalent to the Committed Rate in the 

Advanced Policer). 

 Select the Packet Buffer Size from the drop-list (this is equivalent to the Committed Burst 

Tolerance in the Shaper). 

 Click on <<Control to return to the Impairments Summary View. 

 When all required impairments have been added to the profiles click on    to 

apply the Impairment Profiles to the traffic flowing through the instrument. 

The button will change from   to .  The Impairments workflow 

button will also turn red and say “Stop Impair”. 

Note: Bandwidth Control values can be changed dynamically while impairments are still running. 

 Click on  to stop impairing the traffic. 

The effects of Bandwidth Control on network traffic flowing through the instrument can be 

monitored using the information provided on the Statistics & Results page of the Network 

Emulation Application. This is detailed in Chapter 6 – Statistics and Results. 

Copying Impairments from another Profile  
For convenience it is possible to copy impairments from another profile. Once copied the 

impairment profile can be edited to make further changes. 

 To copy impairments from another Profile click on the Copy button of the Profile the 

impairment is to be copied to. Then choose which Profile to copy from in the dialog box as 

shown below. 
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Adding Variable Jitter Impairment 
Variable Jitter is added across all Impairment Profiles simultaneously. It cannot be added to an 

individual Profile and it is mutually exclusive with Jitter.  

 To access the Variable Jitter settings click on the Variable Jitter element as shown encircled 

below. Note that the Variable Jitter element will change colour to green once Variable Jitter 

is enabled as part of the following steps. 

 

The Variable Jitter Impairment View is now displayed as shown below allowing the Variable Jitter 

settings to be configured. 

 

Variable Jitter is created using many discrete packet delay values, normally randomly generated 

to lie within a pre-defined distribution curve (for example a Gaussian distribution). Traffic 

entering the ports of the instrument have unique delay or PDV characteristics. The delay or 

Packet Delay Variation (PDV) added by the instrument is superimposed onto the traffic passing 

through. The original traffic delay (PDV) is not removed prior to this operation. 
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Overall Packet delay = original packet delay + Fixed Delay + Variable Jitter + instrument Intrinsic 

Delay. 

 Click on the Variable Jitter checkbox as shown encircled below. 

 Click on the Mode required: 

o Single - provides a “single-shot” of a pre-defined Jitter Profile. 

o Repeat – provides continuous repeat of the jitter profile. 

  Select the Time Window required.  This selects how the Variable Jitter profile is 

superimposed onto the packets when there are multiple flows passing through the 

instrument. 

 

o Delay per packet – The jitter profile is applied to the packets in a “round robin” fashion 

across all traffic flows. Discrete jitter values are applied to packets in the order that they 

are transmitted regardless of which flow the packets originated from. 

The jitter profile is therefore distributed over multiple flows rather than applied to each 

flow individually. 

o Delay per time window – The jitter profile is applied in a “time-slice” fashion. All packets 

transmitted in the first “time-slice” are “jittered” using the same discrete value of jitter 

applied from the pre-defined Jitter profile. In the second “time-slice” all packets are 

“jittered” using the next discrete jitter value from the jitter profile and so forth. The time 

slice (Time Window) period is set by the user.  In this mode it is not possible to combine 

Corruptions along with the Variable Jitter impairment. 

 

 Choose the Variable Jitter Distribution profile from the list of Gaussian, Gamma or User 

Defined as shown encircled below. 
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 Enter the parameters of the Jitter Distribution profile in the fields provided as shown 

highlighted above. The Tables below show the Range/Resolution for the fields. 

Gaussian Distribution Parameter Range and Resolution 

Parameter Range (10Gb Interface) Resolution 
Number of packets 1,000 to 10,000,000 1 

Min (µS) 15 to 2,000,015 * 0.1 

Max (µS) 25 to 3,000,015 * 0.1 

Mean (µS) n/a n/a 

Std Dev (µS) 0 to 3,000,000 0.1 

*These values vary slightly for 100Mb and 1Gb interfaces and for the set Intrinsic Delay. 

 Mean (µS) – this field indicates the Mean value of jitter given the current user settings. This 

field is not editable. 

 The Standard Deviation defines the spread of the distribution over the range. A small value 

will result in jitter values close to the mean while a bigger value will spread the jitter values 

over a wider range. 

Gamma Distribution Parameter Range and Resolution 

Parameter Range Resolution 
Number of packets 1,000 to 10,000,000 1 

Min (µS) 15 to 2,000,015 * 0.1 

Max (µS) 25 to 3,000,015 * 0.1 

Alpha (Shape parameter) 1 to 5 0.00001 

Beta (Rate parameter) Fixed at 1 n/a 

*These values vary slightly between 100Mb and 1Gb interfaces. 

 If Gaussian or Gamma Variable Jitter has been selected, click on the Generate button shown 

encircled on the previous page. This generates the Jitter PDV Profile using the previously set 

Jitter Distribution parameters. 

  The PDV profile can be displayed by clicking on the “Display Data” button. Example shown 

below. 
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 To view the above PDV Profile on a graph, click on Graph -> Show Graph in the Menu Bar. 

 Click on the Impairments button in the Workflow area of the Network Emulation Application 

then click on <<Control to return to the Impairments Summary View. 

 When all required impairments have been added to the profiles click on    to 

apply the Impairment Profiles to the traffic flowing through the instrument. 

The button will change from   to .  The Impairments workflow 

button will also turn red and say “Stop Impair”. 

Note: Impairments cannot be edited while they are running. Click on  to stop, 

then edit the Impairments as required. 

 

For User defined Jitter profile; 

o Click on the User Defined radio button then click on the <Import> button. 

o The user is now prompted for the name and location of the File to be imported. 

o Either a .csv or .cpd file type can be imported. 

o The file should contain the PDV to be applied as the Jitter Profile. 

More details on how to replay a User Defined jitter profile is given in Chapter 7– Capture/Replay 

of Real Network PDV Profiles. 
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Chapter 6 – Statistics and Results 

The Statistics and Results window displays both port and profile based statistics providing traffic 

and impairment rates/counts.  It also displays packet rates and counts before and after Policing 

and Shaping as provided in Bandwidth Control.  

 Click on the Statistics and Results button in the Workflow area as shown encircled below. 

Note:  The Statistics and Results can be viewed while the Impairments are running. 

 

The Statistics and Results are displayed as shown below. 
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The Statistics and Results window has 4 tabs for viewing different pages of results; these are 

General Impairments, Bandwidth Impairments, Physical and TestPackets.  The key features of 

the General Impairments page are annotated on the graphic shown on the previous page as 

follows; 

1. The top section provides results of impairments that affect all profiles on the instrument 

ports and also provides a combined total count of all packets received at the ports as 

well as a total count of how many packets have been impaired. 

2. This section provides results on an individual profile basis. The profile of interest is 

selected from the drop-list. 

Under the Packet Corruption heading there is a count of total packets and impaired 

packets flowing through each profile. The impaired count is also broken out into each 

type of impairment (Errored, Lost, Repeated, Misordered). 

Under the Header Overwrite heading the total number of packets flowing through each 

profile and the count of impaired packets on each profile is displayed.  

3. These controls are displayed on all 4 tabs. They provide an Elapsed Time Counter with 

Reset button, Freeze/Unfreeze Display control and a Save Stats button. More details of 

operation are given in the bullet points below; 

o The Elapsed Time Counter displays the time since the impairments were started, or 

the time since the Reset Counter button was last clicked (whichever is the shortest 

time). Note that this does not reset the count of cycles completed. Cycle counts are 

only reset when the Impairments button is pressed to start the impairments. 

o The Freeze/Unfreeze button freezes all counter displays to make it easier to 

correlate results. The counters continue running in the background until the 

Unfreeze button is clicked. 

o The Save Stats button saves a snapshot of the current results to a CSV file. 
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The graphic below shows the Bandwidth Impairments results page. 

 

The key features of the Bandwidth Impairments page are annotated on the graphic shown above 

as follows; 

4. Port level Packet and Byte Rate counters make it easy to see the total number of packets 

and the byte rate (bandwidth) of the traffic at each port. 

5. All results that are “Rate” based can be viewed in either Bytes/sec or Bits/sec by 

selection from the drop-list shown.  For example Input Byte (Rate) or Input Bit (Rate). 

6. Layer 1 Bytes can be optionally included in “Byte Rate” based results by ticking this 

checkbox. 

7. A count of the Byte Rate and Packet Rate passing through each profile is displayed. The 

results are viewed one profile at a time. The Profile of interest is selected from the 

Individual Profiles drop-list. These counts are displayed even when no Bandwidth 

Control impairments are active so they can be viewed at all times. 

When Bandwidth Control impairments are active this display can be used to see the 

effects and detailed results of Policing and Shaping. 
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The graphic below shows the Physical Impairments results page.  Symbol Errors can be viewed 

by clicking on the Physical tab as shown encircled below. 

 

 

When the instrument is set to Tx + Rx Mode it can generate Test Packets.  In this mode results 

for Packet Count and Packet Latency can be viewed by clicking on the TestPackets tab as shown 

encircled below. 

 

For more details on TestPacket generation see Appendix 3 - Other Features and Functions. 
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Chapter 7 – Capture/Replay of Real Network PDV Profiles 

This chapter describes how to capture real network delay variations creating a Packet Delay 

Variation profile that can be edited and replayed using Paragon-X Network Emulation. A typical 

application is to capture real network delay information and save the PDV Profile for playback in 

the test lab environment. 

Note:  Capture of Inter-Packet Gap / Packet Delay Variation is for one selected traffic flow 

only. It is MANDATORY to follow the steps in Chapter 4 – and use Flow Wizard to select 

a maximum of one flow for capture. 

Capturing Real Network PDV Profiles 
 Click on the Configure Capture button to configure the capture settings as shown and 

described below. 

 

 

On the Timing Control tab shown above the capture period can be set as Manual or Fixed. The 

Fixed Period sets the capture to run for the chosen pre-set duration. A User-Defined period can 

also be set. The maximum user-defined period is 3 days. When the capture period is set to 

manual the capture runs until the user presses the Stop Capture button. 

Note: The Capture button is dual purpose. Once the Capture has been started the button 

changes colour from green to red and becomes the Stop Capture button. Click on this button to 

stop capturing network delay data when required. 
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 Click on the Start Capture button as shown encircled below to start capturing. 

 

The Arrival Time and Inter-Packet Time for each packet will be displayed as shown below. The 

coloured arrows denote the Port that each packet was received on. An arrow pointing right 

signifies the packet was received on Port1. An arrow pointing left signifies the packet was 

received on Port2.  A graph plotting the Packet Arrival Time profile is also displayed. The graph is 

enabled by clicking on Graph -> Show Graph in the Menu Bar. 

 

The Arrival Time is the time that a particular packet arrived relative to the arrival time of the first 

packet.  The Inter-Packet Time is the time that a particular packet arrived relative to the time 

that the previous packet arrived. 
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The graph provides a readout of the x, y co-ordinates when the cursor is placed on the graph. It 

also displays the maximum and minimum values for the complete data set and for the currently 

displayed data. The graph also provides Marker and Zoom features to allow the user to focus in 

on a specific area and easily read-off the inter-packet delay values. 

Detailed information on graph features is given in Chapter 9 on page 74. 

The PDV Profile can now be saved for subsequent analysis in the lab. 

 In the Menu Bar click on File -> Export and save the file as type .cpd (Calnex Packet Data). 

Note that the PDV Profile can also be saved as a .csv file.  This file type takes up more space, 

but has the advantage that the PDV content can be edited. 

Importing and Re-Playing Packet Delay Variation Profiles 
 The PDV profile is extracted from the imported file and superimposed onto the original PDV 

on all Traffic passing through the instrument. Other impairments can be added 

simultaneously with the PDV replay.  Packets can also be marked to be dropped from the 

PDV profile. This is detailed later in this chapter. 

 Click on the Impairments button in the Workflow area as shown encircled below. 

 Click on the Variable Jitter impairment element as shown encircled below. 

 

 

 

 Enable Variable Jitter by clicking on the Variable Jitter Checkbox as shown encircled below. 

 Set the Mode and Time Window settings. These are explained in sub-section entitled 

Adding Variable Jitter Impairment on page 56. 
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 Click on the User Defined radio button as shown encircled below. 

 

 Click on the Import button and choose the previously saved .cpd (or .csv) file that contains 

the PDV profile to be replayed. 
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When the file has been imported the packet data display will appear showing the PDV profile. 

The graph is enabled by clicking on Graph -> Show Graph in the Menu Bar.  

 

 Click on the Impairments button in the workflow area. 

 Click on <<Control to return to the Impairments Summary View. 

 When all required impairments have been added to the profiles click on    to 

apply the Impairment Profiles to the traffic flowing through the instrument. 

The button will change from   to . 

Note: Impairments cannot be edited while they are running. Click on  to stop, 

then edit the Impairments as required. 
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Dropping Packets during Profile Replay 
This feature allows a captured PDV profile to be altered so that packets are dropped on a replay 

of the manipulated profile. A series of profiles can be generated from a single profile to allow 

the investigation of the impact of progressively longer intervals of packet drop out. The user 

should remember to save profiles created into suitably named files should they be required for 

future replay. There are undo features to re-enable packets allowing ease of experimentation or 

margin testing. 

The packets to be dropped can be selected individually, as a burst, or as a periodic series as 

described below.  

 To drop an individual packet right-click on the specific packet row location in the Data table 

display area. The entry will highlight in blue and a selection menu will pop-up. Select 

Dropped Packet(s), then Selected as shown below. 

Note: If the graph is displayed it can be hidden by clicking Graph -> Hide Graph. 

 

This will mark the packet to be dropped. This is confirmed by the background colour for the line 

turning orange as shown below. 

 

 



Paragon-X Network Emulation User Manual Chapter 7– Capture/Replay of Real Network 
PDV Profiles 

 70 

 To drop a burst of packets right-click on the specific packet row location of the first packet in 

the burst. The entry will highlight in blue and a dialog box will pop-up. Select Dropped 

Packet(s), then Burst. This brings up the dialog box shown below. 

 

 Set the Burst Start position Burst Size required, then click on Apply. 

Again the table will be updated indicating the packets to be dropped with an orange 

background. 

 To select a periodic drop of packets repeat the above but select Drop Packet(s), then 

Periodic. This brings up the dialog box shown below. 

 

This allows the repeat interval to be set by entering a value in the Period field. The Size field is 

used to set the range of packets over which the repeat applies. So with Period set to 3 the 

following table display will result. 
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The various modes of selection packets can be repeated to allow the desired pattern to be built 

up. Additionally the graph will be marked to show the position of packets to be dropped during 

the replay. Vertical orange bars appear at the appropriate time locations on the graph as shown 

below. 

 

 

There are “undo” controls to de-select packets for drop. These are accessed by right clicking the 

mouse in the Data table display area. 

 Undo Last Drop Action. This allows for a single level of resetting. 

 Re-enable Selected Packet will allow one packet to be unselected and replayed correctly. 

This applies regardless of the method of causing the drop, individual, burst or periodic. 

 Revert to Original Profile will reset all the packets selected to be dropped since the file was 

loaded or captured. 

Once a profile of dropped packets has been created it can be saved for subsequent re-use by 

clicking on File, then Export in the Menu Bar. These files are saved as type .cpd 

Note: The Random Packet Loss Checkbox must be ticked in order to drop packets from a PDV 

profile replay.  No other Random Packet Loss settings are valid in this situation. Do not generate 

a Random Packet Loss Profile at this time or the dropped packets profile will be overwritten.    
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Chapter 8 - Capturing Selected Packet Byte Information 

In addition to capturing network delay or Packet Delay Variation profile, described in Chapter 7, 

the Paragon-X Network Emulation application can simultaneously capture selected bytes from 

the incoming traffic.  

 Note:  Capture of Inter-Packet Gap / Packet Delay Variation is for one selected traffic 

flow only. It is MANDATORY to follow the steps in Chapter 4 – and use Flow Wizard 

to select a maximum of one flow for capture. 

 Click the Configure Capture button, then click on the Byte Capture Tab (shown encircled 

below) to select the Packet bytes to be captured and displayed. 

 

 

In the above example Packet bytes 10, 11, 12, 20, 21 and 30 are set to be captured for each 

packet received and byte 20 is used to generate a Sequence Number. 

 Click on the Close button once the Byte Capture settings are complete. 

 Click on Start Capture to start capturing Packet delay information and the selected Packet 

bytes. The resulting network delay capture display is shown on the next page. 
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Any packets that are out-of-sequence (mis-ordered) are highlighted. 
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Chapter 9 – Packet Delay Display and Graphs 

The main features and functions of the Packet Delay Display and graphs are described in this 

chapter.  

 

Delay Display Column Organiser 
This feature allows the user to select which sets of data are displayed on the Delay Display table, 

and in which order. The results tables are shown encircled above. To access this feature use the 

drop down menu Data -> Column Organiser. This will bring up the control dialog as shown 

below.  
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The Checkboxes with ticks indicate the columns set for display, to suppress the display of a 

column un-tick the Checkbox. To change the order of display highlight a particular field and 

move it using the up/down arrows to place it in the correct order. 

Graph Overview 
A graph of inter-packet arrival time can be plotted by clicking on Graph -> Show Graph. The 

graph data is derived from the current capture buffer or imported capture file. An example 

graph display is shown below. 

 

The display provides “Measurement Data” relating to the plotted graph and also convenient 

“Graph Menu and Control Buttons” to set Markers and adjust the Zoom factor of the graph.  The 

locations of these features are shown encircled above.  These features are described in the 

following sections. 

The graph has 2 modes; 

o Inter-packet Arrival Time versus Time 

o Inter-packet Arrival Time versus Packet Number 

The mode is selected by clicking on Graph -> Graph Display Mode from the Menu Bar (or Select 

Graph -> Graph Display Mode using the “Graph Menu and Control Buttons” shown above). 

When the “Inter-packet Arrival Time versus Time” mode is selected the Time Format can be 

chosen between; 

o Time – the x-axis is the instrument elapsed time (starts at zero) 

o Measured – the x-axis includes the windows date/time at the start of the capture  

This is selected by clicking Graph -> Time Format. 
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Graph Measurement Data 
The graph displays the overall minimum and maximum values of the complete data set – this is 

shown highlighted in yellow below. It also displays the minimum and maximum values of the 

currently displayed data set. 

The display provides a readout of the x, y co-ordinates when the cursor is placed on the graph.  

 

Adding a Marker 
Markers can be added to the graph to pin-point areas of interest.  The graph will automatically 

display the x, y co-ordinates of the markers and also the delta value between the markers. 

To add a marker; 

 Click on the Marker Button (shown below). The pop-up below will be displayed. 

 

 Choose “Set marker using mouse”. 

 Now click on the point of interest on the graph to set the marker. 

An example display showing 2 Markers is shown below. 

 

Note that the marker values can also be entered manually. 

The packets “marked” by the markers can be viewed on the Packet Delay Display table by 

clicking on Data -> Go to … -> Marker #1. 
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Graph Zoom features 
Both the x and y axis can be adjusted using the zoom controls. 

X axis; 

 Left-click the mouse on a specific point on the graph to zoom in to the area around that 

point. 

OR 

 Left-click and drag the mouse over a specific area of interest. 

 Further adjustments can be made using the X Zoom control buttons shown below. 

 To provide an indication of the location of the current results being displayed with 

respect to the overall results set, a Graph Zoom Location Indicator is provided as shown 

below. 

 To return to the original un-zoomed plot right-click the mouse on the graph. 

Y axis; 

 Use the Y Zoom control buttons shown below. 

 

Graph Auto Y-Axis Scaling 
This feature is enabled or disabled from the Select Graph control on the graph area. The default 

condition is Auto Y-Axis Scaling on. 

 
When the function is enabled, as the X-axis of a displayed graph is zoomed, the Y-axis 

automatically centres and scales to fill the screen. 
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Example data un-zoomed: 

 
 

Same data, X-axis zoomed with auto Y-axis scaling turned on 

 
 

Same data, X-axis zoomed with auto Y-axis scaling turned off 
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Packet Delay Distribution 
This feature allows the analysis of a delay data set from a capture to be analysed and presented 

graphically as a Probability Density Function (PDF). The data to be analysed must be present in 

the Paragon-X Network Emulation Application either from a capture or from loading in a 

previous capture or profile. The data set is sorted into 1000 buckets covering the range of delay 

values of the data. 

This feature is accessed by clicking on Tools -> Plot PDF/CDF/Histogram on the menu bar. An 

example display is shown below. 

 

The graph may be left on the screen and other captures analysed by repeating process. This may 

be done with the same data or different data following a separate capture or profile load. 

Once a Delay Distribution window is open it may be reused to analyse other data sets directly 

without having to load the data into the instrument first.  On the Delay Distribution window click 

File -> Open then navigate to the results file using the standard Windows Explorer interface. 

The graph may be printed using the File -> Print selection and the format of the printing may be 

seen using File -> Print Preview. These controls are located in the tool bar of the Delay 

Distribution window. 

Any area of the Delay Distribution window can be zoomed by clicking and dragging the mouse 

over the specific area of interest. Use the “Zoom Out buttons” shown above to reverse the zoom 

operation. 

By entering range or tolerance values in the fields highlighted in yellow above it is possible to 

perform a calculation on the data set to determine if the data set values fall within an acceptable 

range or tolerance. To use this feature enter the required values in the fields highlighted above 

and click on the Calculate button. 
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To view the same data in cumulative form (CDF) click on View -> Cumulative (CDF).  An example 

of the resulting display is shown on the next page.
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Appendix 1 - PC Specification and Performance Management 

The Calnex Paragon-X product family is configured and monitored using Paragon-X Application 

software which runs on a user-supplied PC connected to the Paragon-X hardware. The Paragon-X 

Application software must intensively transfer data during operation, in particular between the 

Paragon-X hardware and the PC’s file structure. Significant processing of data is also required. 

For the entire Paragon-X system to run with acceptable performance, the PC used must meet or 

exceed the following specifications. 

Minimum - for light use only 

Microsoft Windows OS Win 7, Win 8 and 8.1 (32 and 64 bit)  

Microprocessor 1.9 GHz Intel® Core™ Duo processor or equivalent 

Microprocessor Cache Level 2 cache 1MB or equivalent 

Memory 1024 MB 

Hard Drive 120GB (5400rpm) 

Display Resolution 1280 x 800 

Network Card Ethernet 100BaseT 

 

Recommended 

Microsoft Windows OS Win 7, Win 8 and 8.1 (32 and 64 bit) 

Microprocessor 2.3 GHz Intel® Core™ 2 Duo processor or equivalent 

Microprocessor Cache Level 2 cache 1MB or equivalent 

Memory 2048 MB 

Hard Drive 120GB (7200rpm) 

Display Resolution 1280 x 1024 

Network Card Ethernet 100BaseT 
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PC Management – Troubleshooting 
The Paragon-X Application software is comparable to video processing software. Many hours of 

capture at maximum packet rates can result in data volumes of many Gigabytes. 

Unlike video processing software, the Paragon-X Application software processes this data in Real 
Time. Consequently, the specification and software maintenance level of your PC will play a 
large part in the ability of the Paragon-X system to perform to its maximum ability. 

Specifically for Minimum Specification PCs, but applying equally to all PCs, if you experience a 
degradation in performance of your Paragon-X system or are trying to increase your maximum 
packet capture rate then please refer to the following recommendations. 

PC to Paragon-X Ethernet 
Connection 

Do directly connect your instrument to your PC using a single Ethernet 
cable. Additional network elements in the path, such as an office LAN, can 
degrade data transfer performance. The recommended approach to control 
over a network is to deploy a local controller directly connected to the 
Paragon-X hardware, and running the Paragon-X Application. Use a remote 
desktop arrangement to access the Paragon-X Application over the network. 

PC Setup – Multitasking Do not run additional programs on your PC while you are actively using the 
Paragon-X Application. On Minimum Specification PCs, this will result in 
increased use of virtual memory eventually leading to all applications 
apparently stalling or freezing. 

PC Setup – Scheduled Tasks Do disable any maintenance tasks your PC may perform during a capture. 
Performance can quickly degrade and capture data can be lost if your PC 
decides, for example, to defragment its hard drive, run a virus scan or 
perform Windows Updates. 

PC Setup – Hard Drive Do defragment your hard drive at least once a month. Overnight capture 
can result in file sizes of many Gigabytes. The PC’s file system will perform 
better if these files are contiguous. 

Software Setup – File Management Do ensure that you have sufficient disc space for capturing data. Overnight 
capture can result in file sizes of many Gigabytes. Adjust the Resource 
Management control to delete unwanted capture files on a regular basis. 

PC Setup – Virus Checker Do disable any virus checker software. See PC Setup – Multitasking. 

PC Setup – Power Management Do disable any Power Management or Power Options settings. Parameters 
such as Hibernation, System Standby and Hard Disk timeouts have all been 
known to occur briefly during Capture. Monitor standby is permitted, 
although some screensaver programs can be CPU intensive. 

PC Setup – Unwanted Services Do disable or remove any third party tools which run in background on your 
PC such as iTunes or Windows Media Server. These and other applets can 
run frequently, monitoring your hard drive or downloading and installing 
updates. 

PC Setup – Firewall Do have your IT department open TCP port 9990 if you are trying to connect 
to a Paragon-X local controller across a network firewall. 
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Appendix 2 – Optimizing Flow Wizard Window Viewing Features 

The Detected Flows table in Flow Wizard has a “windows rich” feature set which allows the user 

to optimise the display of pertinent key packet information fields. These features are described 

below. 

Sort and Filter capability. 

 

Column Freeze and Adjustment 
The Detected Flows table also has adjustable column order, column width and column freeze 

pane position as shown below. 

 

1. To change the order of columns; click on the column header as shown highlighted orange 

and drag to the new position. 

2. To change the width of a column; move the mouse over the edge of the column header 

(arrow 2 above) until the cursor changes to  then click-and-drag the column 

border to the correct size. 

3. To adjust the Freeze column position; move the mouse over the border of the existing 

Freeze Column position (arrow 3 above) until the cursor changes to           . 

Now click-and-drag the Freeze Column position as required. 

Note: These settings are preserved until the Flow Wizard application is closed. 
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Appendix 3 - Other Features and Functions 

This appendix details features and functions not described within the previous chapters of this 

User Manual. 

Menu Bar Functions 
Menu Bar features and functions that have not been described within the previous chapters of 

this manual are described here; 

 Instrument -> Instrument Personality;  displays the Network Emulation Options fitted. Only 

one impairment option can be fitted. 

 Instrument -> Disconnect; allows a graceful disconnection from the instrument hardware.  

 Instrument -> Details;  displays the revisions of code loaded on the instrument hardware. 

 Instrument -> Restart;  allows remote re-boot of the instrument hardware. 

 Setup -> Save/Recall;  allows Line Rate/Interface, Filters and Impairment Profile settings to 

be saved and recalled for subsequent re-use. 

 Help Menus 

o Help -> Contact Support;  provides support email address. 

o Help -> Remote Control Manual;  launches the Remote Control Manual pdf file. 
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Importing and Exporting Filters 

 To Export Filters use the   button within Flow Wizard as shown below. 

Filters are exported as .xml file type. 

 

 

 To Import Filters click on Select Flows in the Workflow area, then click on Import as shown 

below. Filters are imported as .xml file type. Filters can also be imported programmatically. 
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Data and Resource Management 
The default user file location can be set by the user. This is done by selecting File -> Resource 

Management which brings up the following dialog box. 

 

A folder named Autosave is held at the Paragon-X default user location. Data derived from any 

Captures is held here. To manage disk space these files are automatically deleted after a user set 

period of days.  

Note: The normal method of saving Capture Files is using File -> Export from the Menu Bar. The 

Autosave files are held as a temporary back-up to avoid loss of data. 
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Test Packet Generation 
Paragon-X Network Emulation can generate simple Test Packets when set in Tx+Rx Mode. The 

primary use of these Test Packets is for jitter tolerance testing, but they can also be used to 

generate simple traffic for device testing. The Test Packets are generated from Port 2 of the 

instrument on the set Interface. Port 1 can be used to receive the Test Packets. 

 Click on the Setup Interface button in the Workflow area and set Tx+Rx Mode. 

 Click Close to close the Setup Interface window. 

 Now click on the Packet Generation button in the Workflow area. The Packet Generation 

window will be displayed as shown below. 

 

The Packet Generation window is split into 3 areas as shown encircled above; Settings, Packet 

Latency Calibration and Packet Data. 

 In the Settings area; set the Packet Size, Utilization and the Payload type as required. A 

Calnex Signature identifying the source of the test packets is always included within the 

packet structure.    
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 In the Packet Data area; edit the packet byte values as required – example shown 

highlighted in yellow colour on the previous page. 

Note: Byte values shown in grey are not editable. 

 The Restore Defaults button can be used to restore Settings and Packet Data to default 

values. 

If packet latency tests are being made, perform a calibration to eliminate the Paragon-X and 

cabling latency from the latency results. 

 In the Packet Latency Calibration area (encircled in the graphic on the previous page) click 

on the Calibrate button. 

 Now connect Port 1 to Port 2 on the appropriate interface and click on the Continue button 

as shown encircled below. 

 

 

The calibration will now proceed. When complete the “intrinsic latency” value will be displayed – 

example shown encircled below. 

 

 Click on the Start button to start generating the test packets. 

The Start button is shown encircled in the graphic on the previous page. 

Test Packet counts and latency results can be viewed on the TestPackets tab of the Statistics and 

Results page. Access these results by clicking on the Statistics and Results button in the 

Workflow area. More details are provided in Chapter 6– Statistics and Results on page 60. 

 Stop the Test Packet generation when required by clicking on the Stop button. 

The Stop button is shown encircled in the graphic on the previous page. 
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Script Recorder 
Scripts can be generated automatically using the Script Recorder features available under the 

Tools Menu. There are two features; Script Recorder and View Recorded Script. Use Script 

Recorder to configure settings and start recording, then use View Recorded Script to see the 

resultant script. 

 Click on Tools->Script Recorder… 

 

 

 Select the Script Language from the Drop-List. Choose from Tcl, Pearl or Python. 

 Press Start to start recording key presses from the Application. 

 Use the Graphical User Interface of the Application to sequence through the steps in your 

impairment set up. The Script Recorder will append each step to the script. 

 When complete click on Tools->View Script to see the resultant script. Example shown 

below. 

 Adjust the script as necessary. Consult the Remote Control Reference Manual located under 

the Help Menu for more information on specific commands. 
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Editing a Jitter Distribution Profile 
The Paragon-X Network Emulation’s Jitter and Variable Jitter functions can generate Jitter 

distribution profiles – for example a profile of 1024 points of Gaussian distribution.  These 

profiles can be exported, edited to suit custom needs and re-imported.  See section Adding Jitter 

to an Impairment Profile on page 40 for details on how to generate and export a Jitter profile as 

a .csv file. 

The generated .csv file has the following format; 

Paragon Capture, 

File ID: 252184584, 

File Version: V1, 

Services Timestamp Data, 

Inter-packet Timestamp (5ns clocks), 

Start: 2014/01/18 13:36:17, 

Instrument Name: Paragon-X         , 

Serial Number: 1000000, 

Operating Mode: 2, 

Capture Mode: 4, 

Operating Mode Hdr Size: 28, 

Data Record Size: 17, 

Data Format: CAPTURE, 

Services Settings, 

Extra Byte Count: 8, 

Extra Byte Offset Values: 0,0,0,0,0,0,0,0, 

Relative Mode: 0, 

Sequence Number Enabled: 0, 

Sequence Number Byte 1 Offset: 0, 

Sequence Number Byte Count: 1, 

Sequence Number Start Offset: 0, 

DATA START, 

Timestamp, Byte1, Byte2, Byte3, Byte4, Byte5, Byte6, Byte7, Byte8, Flags, 
0,0,0,0,0,0,0,0,0,0, 

15450,0,0,0,0,0,0,0,0,0, 

6452,0,0,0,0,0,0,0,0,0, 

6776,0,0,0,0,0,0,0,0,0, 

7044,0,0,0,0,0,0,0,0,0, 

6195,0,0,0,0,0,0,0,0,0, 

8496,0,0,0,0,0,0,0,0,0, 

7036,0,0,0,0,0,0,0,0,0, 

8392,0,0,0,0,0,0,0,0,0, 

10329,0,0,0,0,0,0,0,0,0, 

….. 

DATA END, 

The Timestamp values shown in bold above between DATA START and DATA END represent the 

delay at each jitter point. These values can be edited to create a custom profile.  Each 

Timestamp value represents the number of 5ns clock cycles required to create the delay time. 

For example in the first jitter point above; 15450 * 5ns equals a delay of 77. 

 


