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1 Introduction

The Calnex Field Verifier (PFV) allows the user to verify that the PTP and ToD (CCSA) messages being
generated by their device under test (DUT) conform to applicable standards (or to a user-defined set of rules).

The PFV is available as an option with Paragon-X and P100G. In addition, it is available as a stand-alone
application. The stand-alone application is able to process .pcap files.

The PFV takes as input a capture (.cpd file captured using Paragon-X or a .pcap) and verifies the fields of
PTP/ToD messages in the capture against a selected set of rules, with clear Pass/Fail indications.

Calnex provide rules for the following standards: IEEE1588, ITU-T G.8265.1, ITU-T G.8275.1, G.8275.2,
IEEE802.1AS (gPTP), IEEE C 37.238 and (for ToD) CCSA and ITU-T G.8271.

Rules are defined using xml. This provides an easy way for the user to supply their own custom rules that can
be applied in addition to pre-defined versions. All PTP header fields and key Announce message body fields can
be verified. The xml definitions provide an extremely flexible mechanism for checking the contents of PTP and
ToD message fields.

The PFV highlights any messages that do not match the rules, provides an overall pass/fail result and displays
statistics regarding the messages in the capture.

[ PPV - Field Verifier v3.0 = B &

L~ 4 Files W13 Report | System | Help

Al ¥l RulesetFile:|1588-2008 xmi 1~ | | View Rules Selected packet#: | 100 | GoTo

Direction t# | Amival Time
eld | controlField | logh

ANNOUNCE
SIGNALING

gmPriorl=0
g omClkClass=80 (ERROR)
W gmClkCAcc=0x20
grClkOshy=0x0
% gmPrior2=0

tgtPortld
origTstamp=

DEL-REQ

erage Message Rate (ms
DEL-REQ

DEL-RESP EEID  ANNOUNCE NALING Errored Packets

In addition, the PFV is able to generate a report (in PDF format) that documents the overall pass/fail status
along with details of any failures.
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2 Using the PTP Field Verifier

2.1 Launching the Application

From Paragon-X

The PFV can be launched from the Paragon-X application (Tools > PTP Field Verifier) as shown below:

. Start: 2013/12/03 12:56:04 Imported File: 172-19-158-206_20131203_14-56-04_PTPGood with Opt950.cpd

File Instrument Setup Capture Impair Graph Data | Tools | Help

& o FEFEWL oo

Operating Mode

Setup Interface

Emulation

Measurements

1588 Transparent Clock Latency
Calculate differential PDV

Start Up Split PDV files

Join C5V files

PDV Editor 2

File Converter

Script Recorder...
View Recorded Script

Master/Slave/GPS PTP Field Verifier

Logging

Plot PDF/CDF/Histogram
Calnex Analysis Tool (1588v2)

Select Flow

Configure Capture

Start Capture

From P100G

The PFV can be launched from P100G using the PFV button in the Master Slave Emulation application:

PARAGON i

Master/Slave Emulation
Instrument Mode

Setup Ports 00

Run Apps Connected Master

Quick Help

00

PTP Field Verifier

Elapsed Time
00d 00h 06m 42s

Field Verifier.

Connected Slave (1 of 8) Test Mode:

PTP Profile:

Application

Boundary Clock hd
3.8275.1 Phase Profile ~

— Delay Compensation: N ns
00d 00h 00m 00s Timing Period:

From the Start Menu

File|

When installed either stand-alone or as part of the Paragon-X software bundle, the PFV can be launched from

the Start menu:

. Calnex
. Calnex Analysis Tool

Paragon-X Network Emulation

. PFV - Field Verifier

Documentation

4 Back

Devices and Printers
Il Feragon-t Default Programs

. Paragon-X Help and Support

Search programs anc

PTP Field Verifier
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2.2 Loading a File

When launched from the Paragon-X application or P100G, the PFV will automatically load any current PTP or
CCSA capture file. If there is no existing capture or the PFV has been launched directly, then a capture file (.cpd
or .pcap) can be loaded using the Files menu:

I8 PFV - Field Verifier v3.0 = | E |

Open F

Path:| C:/Users/gordon.muir/Downloads/exceed limit pcap.pcap

File Size Date

channelC_FWD_PDV.dset 17.10 MB 04/07/2016 13:39:
B channelC_FWD_PDV_converted.cpd 1.58 KB 05/01/2017 17:42:
B channelC_REV_PDV (1)- duze liczby.dset 47.66 MB 28/10/2016 07:34:
B channelC_REV_PDV (1).dset 17.29 MB 04/07/2016 13:40:
B channelC_REV_PDV.dset 119.94 MB 04/07/2016 12:55:
B channelE_FWD_PDV.dset 2.17 MB 24/02/2017 13:55:
B channelE_REV_PDV.dset 1.00 MB 24/02/2017
B dd2.cpd 176.07 KB 06/12/2016 13:05:
B cight_slaves_uc_128pkps_4.cpd 2.57 MB 18/04/2017 13:59:
B eight_slaves_uc_128pkps_4.pcap 18.55 MB 18/04/2017 13:56:
B exceed limit pcap.pcap 231.36 KB 09/02/2017 17:21:

Export3_converted.cpd 96.91 KB 29/08/2016 16:22:
B follow-up only.clxz 426.00 B 22/12/2016 16:53:40
B G.8263_PEC-S-F_Long-Term_Holdover_Const

Tamn vml

1.14 KB 01/03/2017 17:35:07

All CAT types (*.cpw, *.xml, *.csv, *.cpd, *.dset, *.clxz, *.cdf,... Open Cancel
Selected Fil 1

Alternatively, if using the stand-alone version, a file can be loaded using drag and drop:

d Ve

<« Testfiles » TimeError » BC v | 43 || SearcniC

Organize v - Open v New folder

>

- Favorites Name
|| 172-19-159-206_20131203_14-56-04_1ppsAccGood_V4_NEW(4)Summary.cpz
G Libraries [ 172-19-159-206_20131203_14-56-04_1ppsAccGood_V4_NEW
|| 172-19-159-206_20131203_14-56-04_1ppsAccGood_V4_NEW.cpx
8 Computer || 172-19-159-206_20131203_14-56-04_1ppsAccGood_V4_NEWSummary.cpz
[ 172-19-159-206_20131203_14-56-04_PTPGood with Optd50
€ Network |_] 172-19-159-206_20131203_14-56-04_PTPGood with Optd50.cpx

|| 172-19-159-206_20131203_14-56-04_PTPGood with Opt350Summary.cpz
[ 172-19-159-206_20131203 14-56-04_PTPGood

<| i

Anal
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PTP Field Verifier

2.3 Rules Selection

Rules files can be easily selected from the pull-down menu. Changing the rules file will cause the capture to be
re-analysed (note that this may take some time for large captures).

PR

¥! Ruleset File:|1588-2008 xmi
1588-2008 xmi

802 1AS(gPTP)xmi
C37.238-2011_Power_Profile xmil
G.8265.1_Frequency_Profile xmil
G.8275.1_Phase_Profile xml
=N 2] 4630G.82752_PTS_Profile.xml

Direction Packef

Note: Checking message contents against rules requires either a PC-based licence or that the capture file has
been created from a Paragon-X or Paragon-100G with the appropriate options.

2.4 The Main Display

The main display of the PFV is shown below:

Go to previous / next error View PTP or ToD
View selected rules tables
) Generate
Rules selection Repdrt

I"Ff Files m Report | System Help
¥!| RulesetFile:[1 30 1| | View Rules acket: [ |[GeTo Go to paCKEt

Column Organiser
Jirection Packet# | Arrival Time .
Reset to default view
0.000000000 . )

goens ELREQ 0 0 Scroll page / line

0.03

0.0!

DEL-REQ

ME] SiGNALING Errored Packets

Message rates and statistics

If any field within a message does not comply with the selected rules, then the affected cell is highlighted in red
and the entire row is highlighted in grey. In addition, the column header will be highlighted in red if there are
any errors in the associated field in any message. Details regarding the failure may be seen by hovering over
the field:
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[ PPV - Field Verifier v3.0

PN

Al ¥! RulesetFile:|1588-2008 xmi 1¥| | View Rules

eld | controlField
DEL-RE

ANNOUNCE
NALING

DEL-RE

DEL-RESP

IEEEE ANNOUNCE

loc

origTstamp

origTstamp= 2013 312

recvTstamp=

d packet#: | 100 |

PTP Report | System

PTP Body Fields

curUtcOffse mPric
[ origTstamp= 2013 312 06:21:28.899950520
curltcOffzet=35 (ERROR)
i gmPriord =0
f gmClkClass=80 (ERROR)
gmCIkCAcc=0x20

origTstamp= 2013 3

Total Counts

DEL-REQ

Packets

NALING

Errored Packets

Help

Go To

In the Message Rates and Statistics section, average message rates for each message type in the capture are
displayed. These rates are compared with the rates defined in the rules file to produce a Pass/Fail result.

The statistics secion shows the total number of packets in the capture and the number of errored packets.

The percentage number of passing packets and an overall Pass/Fail are clearly indicated.

The main display will show different columns depending on the capture type loaded. The examples above show
Paragon-X PTP captures. A CCSA Time Of Day (1pps) capture from Paragon-X shows the CCSA message types
and corresponding fields:

PTP Field Verifier
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PR Files PTP [B[C"M Report System | Help

Al v! RulesetFile:|CCSA_ToDxmi ¥ |  View Rules > # | GoTo

]
- - =
> Time Alarms

3
& £
®
i

20140702 111721

20140702 111722

20140702 111723

20140702 111724

2014-07-02 111725 1 Stratum 1 Hold
2014-07-02 1111726 9986 L Stratum 1 Holdow

Antenn.
Antenn_

&

1

Antenn_

[

=

Antenn._
Antenn...

win
B

Antenn..

=

Antenn_

>

Antenn_

]

Antenn_

e

Antenn...
Antenn...
Antenn.

@ &

Antenn..

=

Antenn_

>

Antenn_

>

Total Counts

When analysing a pcap file, the packet headers are also available:

2.5 Column Organisation

By default, the PFV displays columns for fields which are tested by the selected rules file. Columns can be
added or removed using the Column Organiser. This is also used to change the format of the column value (for
example to show decimal rather than hexadecimal values). The Column Organiser is accessed from the right-
hand button menu:

Report = System Help
|  GoTo

of

~

dField1 flagFieldD flagFi

Only the columns that are available in the capture will be shown:

PTP Field Verifier Page 9 of 37



I PTP Report

cted packet#: |

Column Number Base
Direction

! e Type
PTP Header

transport |Hexadecimal
|Hexadecimal

|Hexadecimal

|Hexadecimal

domainNumber \Hexadecimal
Field1 \Hexadecimal
flagFieldD |Hexadecimal
flagField1 |Hexadecimal
‘Hexadecimal

‘ Hexadecimal
sourcePortidentity

sequenceld ‘Decirnal

controlField ‘Hexadecimal

DEL-REQ

SIGNALING Errored Packets

System

W Visibility

a@aQaQg

QoA ae

<]

| Q

aQaa

Qa

Help

Go To

Columns can be resized by dragging the right-hand edge of the column. They can also be re-ordered using

drag-and-drop on the column headers.

dFieldD domainMumber | re
(] 0x0

<0 PTP Header

versionPTP

2.6 Report Generation

To generate a report, select Report from the top-right menu bar:

Files PTP

Fm———

The Report page allows a number of report fields to be manually entered prior to generating the report. This

page also previews the contents of the automatically generated contents of the report.

PTP Field Verifier
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PR/

Report File Name: | REPORT_2017-04-2

General Information

Report Title
Report Description
Company

User Name
Network Operator
Test Location
Report Date

PTP Test Information

Beginning of PTP Test

End of PTP Test

PTP Instrument Type

PTP Instrument Serial Number

||pat  1v|| Save Report

Company Logo

Clear | Load Image A logo can be selected. This will be
printed on each page of the report

The best resolution is 140 x 60 px

Custom information can be
enterd into a number of report
fields

Some report fields will be auto-
populated if that information is
available in the capture file.

PTP Field Verifier

PTP Test Duration

Overall PTP Field Verification Result
PTP Test Configuration

Device Under Test

To create the report, click the Save Report button.

Report saved

Path to saved report:

C:\Users\gordon.muir\Documents\Calnex\PFV\Reports\REPORT_2017-
04-21_726_02.pdf

Show In Explorer Download Report

The report is automatically saved in the PFV Reports folder. This folder can be opened by clicking Show In
Explorer or can be saved to a different location by clicking Download Report. Once the report has been
created, it can then be opened by clicking Open Save Report.

PR/

Report File Name: | REPORT_2017-04-21_806_16 ||par 1~ Open Saved Report

The contents of the rules file being used is included in the report.

2.7 Loading a Licence File

The stand-alone PFV application (i.e. installed on the user’s PC) can be licensed. This license allows rules
checking to be performed on:

e Any PTP or CCSA ToD capture from Paragon-X (regardless of options installed on the instrument)
e Any PTP capture from Paragon-100G (regardless of options installed on the instrument)
e Any pcap containing PTP data with Ethernet or IPv4 encapsulation

Licences can be loaded from the System page under Options.
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PV

Files | PTP Report Help
Cetions PFV Keys

Status

The following keys are used to identify your PC. You will be asked 0 provide one of these keys when purchasing a licence.

Key 1: E4B318012228 |

Key 2: 7BEB20C339 |

Options

To order options, please contact i

. Load licence file

‘Option Description

Expiry Date Key

PRV-PTP PTP Profile Conformance Testing for PFV Permanent B47BEB20CS39
PRV-ToD ToD Conformance Testing for PFY Permanent B47BEB20CS39

When ordering a licence, one of the keys listed on this page will be requested. Your PFV licence is then tied to
that key.

To load a licence, click Load new licence file and select the appropriate licence file.

PTP Field Verifier
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3 Customising the Rules File

Note: Some knowledge of XML and XML terminology is
assumed.

3.1 File Locations

Calnex provide a set of pre-defined rules files. For the PC-
based PFV, these are installed by default in:

C:\Program Files (x86)\Calnex\PFV\Rules\

For the PC-based PFV, user-defined rules files should be stored
in:

C:\Users\<User>\Documents\Calnex\PFV\Rules\
For P100G, user-defined rules files should be stored in:
\\<P100G>\Calnex100G\PFV\Rules

The application will populate the rules pull-down from all xml
files in these folders.

Accessing the P100G Filesystem

The P100G filesystem can be accessed using Windows
explorer.

Select File in the top-right menu bar and then File
Management.

In the Windows section, copy the URL and paste it
into the address bar in Windows Explorer

PARAGON

Application m

Instrument Settings e instrument.

File Management

Quick Help aindoss

Welcome to Quick Help

The easiest way to create a custom rules file is to copy one of the pre-defined files (e.g. 1588-2008.xml) to the
user-defined folder and re-name it. The new user-defined file can then be edited.

PK

¥! RulesetFile:|

588-2008 xmi

Iv| Vie

1588-2008 xmi

802 1AS(gPTP)xmi

Direction Packe

C37 238-2011_Power_Profile xmil

1G.8265.1_Frequency_Profile xmil
G.8275 1_Phase_Profile xmi

70256801775
70260913270

PTP Field Verifier

463 G.B2752_PTS_Profile xmi
User Defined Rules File xml

DEL-RESP
SYNC
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3.2 XML Syntax — Top-Level Structure

The rules are defined within the testSpecification element. Only one of these elements can be present in
the file.

<?xml version="1.8" encoding="utf-8"?:
Fl<testSpecification
schemaVersion="9.1"
wmlns:xsi="http:/ /www.w3.org/2081/XMLSchema-instance™
xsi:noNamespaceSchemalocation="file:Rules Validation.xsd">
<fileInformation fileVerszion="8.1" name="1588-2808 PFV Rules™ /:»
<referenceSource documentNumber="1583-2085">IEEE Std 1538-2883</referenceSources

E] <pthenE'al>...<fpthenE'a14

B |[<ptpHeader>...</ptpHeaders]

H <anncunceﬂe55ageBcdv>...<fanncunceHe55ageBch4
</testSpecification)]

The testType attribute is used to specify whether the rules apply to ToD or PTP. The valid testTypes are:

e  PTP: the default
e ToD CCSA: For CCSA format ToD

The testType attribute does not need to be specified for PTP files since PTP is the default. For ToD, ToD CCSA
must be specified.

<?2xml verszion="1.0" encoding="ntf-8"2>
<testSpecification
testType="ToD Any"
=zchemaVersion="0.1"
xmlns:xsi="http://www.w3.org/2001 /¥MLSchema-instance"
= xs51 :noNamespaceSchemalocation="file:RnlesValidation.xsd">
<fileInformation fileWVerszion="0.1" name="CCSA ToD PFV Rules" />
<referenceSource documentNumber="CCSA SG15-C1324">CCSA ToD ITU T Contribmtion</referenceSource>
[+ <todMessage>
</testSpecification>

The schemaVersion attribute to this element specifies the version of the schema associated with
This may be used to ensure compatibility with the version of the PFV application. The
noNamespaceSchemalLocation attribute specifies the location of the schema file (see “G.8271 Time
Event Message Fields

The supported ITU-T G.8271 Time Event message fields are listed in the the table below. The offset column
indicates the byte offset of the field from the beginning of the message.

Bits
7 I 6 I 5 I 2 I 3 I 2 I 1 | 0 Octets | Offset
Sync char 1 (not tested) 1 0
Sync char 2 (not tested) 1 1
Class (not tested) 1 2
Id (not tested) 1 3
Length 2 4
UTCTime 6 6
Reservedl 1 12
Flags 1 13
CurrentUTCOffset 2 14
Reserved2 4 16
FCS 1 20

The Flags field is supported as detailed below:

Bit Name
0 Leap61
1 Leap59

PTP Field Verifier Page 14 of 37



Bit Name
UtcOffsetValid
ReservedBit3
TimeTraceable
FrequencyTraceable
ReservedBit6
ReservedBit7

N {Ww|IN

G.8271 Time Announce Message Fields

The supported ITU-T G.8271 Time Announce message fields are listed in the the table below. The offset column

indicates the byte offset of the field from the beginning of the message.

Bits

7 1 6 | 5 | 4 | 3 | 2 |

Octets

Sync char 1 (not tested)

Sync char 2 (not tested)

Class (not tested)

Id (not tested)

Length

versionPTP

domainNumber

flagField

sourceClockIdentity

sourcePortNumber

grandmasterPriorityl

grandmasterPriority2

clockClass

clockAccuracy

offsetScaledLogVariance

grandmasterClockIdentity

stepsRemoved

timeSource

Reservedo

FCS

== = N[00 [N = = 1= [ = [N OO [N [ = [N | 1= 1= [ | =

G.8271 GNSS Status Message Fields

The supported ITU-T G.8271 GNSS Status message fields are listed in the the table below. The offset column

indicates the byte offset of the field from the beginning of the message.

Bits

7 1 6 | 5 [ 4 ] 3 [ 2 ]

Octets

Sync char 1 (not tested)

Sync char 2 (not tested)

Class (not tested)

Id (not tested)

Length

TimeSourceType

TimeSourceStatus

Alarms

Reservedo

FCS

B D R N Gl Ll el

=N |AR|WIN|(=|O

A|O

The Alarms field is supported as detailed below:

Octet Bit Name

0 0 ReservedOctoBito

0 1 AntennaOpen

0 2 AntennaShorted

0 3 NotTrackingSatellites
0 4 ReservedOctoBit4
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Octet

Bit

Name

SurveyInProgress

NoStoredPosition

LeapSecondPending

InTestMode

Uncertain

ReservedOct1Bit2

AlmanacNotComplete

PPSGenerated

ReservedOct1Bit5

ReservedOct1Bit6

[ Ll el Ll Ll Ul L L [ =] (=] [ =]

N[OV [W|IN (= |O|N [y

ReservedOct1Bit7
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Editing a Rules File and the XML Schema” below). These attributes should not be changed.

The fileInformation element is intended to be modified by the user and contains two attributes:
fileVersion can be used to provide version control for the content of this rules file; name provides a user-
friendly string to identify the file. Only one fileInformation element can be present in the file.

The referenceSource element provides a means of listing the documents from which the rules have been
created. The documentNumber attribute specifies the unique identifier for the document; the name attribute can

be used to specify the document name. There can be as many referenceSource elements in the file as
required.

The remaining elements (ptpGeneral, ptpHeader, announceMessageBody, ethernetHeader, ipv4Header
and todMessage) are used to define the verification tests that will be performed by the PFV.

The todMessage element is only relevant when testType is ToD CCSA.
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3.3 PTP Elements (testType = PTP)

The ptpGeneral, ptpHeader, announceMessageBody, ethernetHeader and ipv4Header are used to define
the test that will be performed for PTP messages. In some cases, the capture file loaded into the PFV will not
contain all the fields that can be tested by the rules file. In this case, these rules will be ignored.

e ptpGeneral: Defines tests that apply to the capture as a whole and which are not specific to any
single message.

e ptpHeader: Defines the tests applied to the PTP header of each PTP message in the capture

e announceMessageBody: Defines the tests applied to the PTP Message Body of each ANNOUNCE
message in the capture

e ethernetHeader: Defines the tests applied to the ethernet header of each message in the capture

e ipv4Header: Defines the tests applied to the IPv4 header of each message in the capture.

The content of these elements are described in detail in the sections below.

XML Syntax - ptpGeneral

This section contains a definition of the tests to be applied to the complete capture and not to any single
message. Currently, averageMessageRate is the only general test supported. There can be as many
averageMessageRate elements as required.

Note: the average message rate is calculated by dividing the number of messages in the capture by the capture
length (in seconds).

@ <ptpGeneral:

= <averageMessageRate
description="5¥YNC message rates between 1 every 2 secs and 128 per second”
referenceDocumentiumber="1538-2868"
referenceSectionlumber="A.9.4.2 (see alsoc 1.3.2)">

<enabled>true</enabled:>

<messageTypesSYNC</messageTypes

[E2] kte5t5>...<fte5t54
L </averageMessageRate>
= <averageMessageRate

description="FUP message rates (sames as SYNC) between 1 every 2 secs and 128 per second”
referenceDocumentiumber="1588-2888"
eferenceSectionNumber="A.9.4.2 (see also 1.3.2)":
<enabled>true</enabled:
<messageType>FOLLOW-UP</messageTypes
<tests»...</testsy
</averageMessageRate>
<averageMessageRate description="DEL-REQ message"” referenceDocumentNumber="1588-2888" referen
<{averageMessageRate description="DEL-RESP messag” referenceDocumentNumber="1588-2888" referen
<{averageMessageRate description="ANNOUNCE messag” referenceDocumentNumber="1588-2888" referen
</ptpaenerals

R —

The averageMessageRate element contains the following attributes:

e description: A string that describes the test

e referenceDocumentNumber: The document number on which the test is based. This is intended
to refer to the referenceSource element in the testSpecification header.

e referenceSectionNumber: The section within the reference source document that has been
used as the basis for the test.

The enabled element contains a boolean value (true, false, @ or 1) that determines whether this test will be
executed. This allows the test to be defined in the rules file but disabled if required.

The messageType element specifies the messages to which this test applies. The messages supported are
defined in “Message Types” below.

The tests element defines the test to be applied to the given messageType. A test is considered a pass if the
test result is true.
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MEGED]

<averageMessageRate

description="SYNC message rates between 1 every 2 secs and 128 per second”
referenceDocumentiumber="1588-2008"
referenceSectionNumber="A.9.4.2 (see also 1.3.2)">

<enabled>true</enabled>
<messageTyperSYNC</messageTypes
<tests>
<AND>
<OREATER>
<value»®.5¢</value>
<tolerance»38</tolerance>
</GREATER>
<LESS>
<value>128</value>
<tolerance>3@</tolerance>
</LESS>
</AND>
</tests>
</averageMessageRate>

In the example above, the test will produce a pass result if the average SYNC message rate is greater than 0.5
+/-30% and less than 128 +/-30%.

Within a tests element, there must be at least one comparison operator (such as GREATER or EQUAL).
Comparison operators can be contained within logical boolean operators (AND or OR). The list of supported
comparison and logical operators is detailed in “Comparison Operators” and “Logical Operators” below.

Within an averageMessageRate comparison element, there are two elements to specify the value to be tested
and the tolerance for the test. In other words, the test will compare the average message rate against value
+/- tolerance.

The value is specified in messages per second; tolerance in percent.

XML Syntax - ptpHeader

This section contains rules that verify the content of the PTP header fields in individual messages. The
ptpHeader element contains a number of field elements; each field defines a test to be applied to each

individual message in the capture. The field element allows tests to be applied to specific messages or to be
applied only when other conditions are satisfied. There can be only one ptpHeader in a rules file but there can
be as many field elements as required.

H-H-E-H-EH-E-E-E-E-E-E-E-O

-E-E-E

<ptpHead

ers

<field

description="PTP Header, mes" referenceDocumentNumber="1585-2885"

referenceSectio

<field

description="PTP Header, tra

referenceDocumentNumber="1555-28@8"

referencesectio

<field

description="PTP Header, wer" referenceDocumentNumber="1588-2088"

referenceSectio

<field

description="PTP Header, mes" referenceDocumentNumber="1585-2885"

referencesectio

<field

description="PTP Header, dom" referenceDocumentNumber="1588-20888"

referencesectio

<field

description="PTP Header, scu" referenceDocumentNumber="1585-2885"

referenceSectio

<field

description="PTP Header, seq” referenceDocumentNumber="1585-2885"

referencesectio

<field

description="PTP Header, con” referenceDocumentNumber="1588-2888"

referenceSectio

<field

description="PTP Header, log" referenceDocumentNumber="1585-2885"

referencesectio

<field

description="PTP Header, log" referenceDocumentNumber="1588-2088"

referencesectio

<field

description="PTP Header, log" referenceDocumentNumber="1585-2885"

referenceSectio

<field

description="PTP Header, log" referenceDocumentNumber="1585-2885"

referencesectio

<!-- Reserved Fields (other than flags) -->

<field description="PTP Header, res" referenceDocumentNumber="1585-2885"

referencesectio

<field description="PTP Header, res” referenceDocumentNumber="15858-20858"

referenceSectio

<field description="PTP Header, res" referenceDocumentNumber="1585-2888"

referenceSectio

2 PR

Note: tests and conditions can only refer to the current message e.g. each test applies only to a single message

type.

The content of the field element is described in detail in "“XML Syntax - field” below.
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PTP Field Verifier

XML Syntax — announceMessageBody

This section contains rules that verify the content of the ANNOUNCE message body fields in individual ANNOUNCE
messages. The announceMessageBody element contains a number of field elements; each field defines a
test to be applied to each individual ANNOUNCE message in the capture. The field element allows tests to be
applied only when other conditions are satisfied. There can be only one announceMessageBody in a rules file
but there can be as many field elements as required.

<announceMessageBody>
<field description="Annonnce Message Body, currentUtcOffset" referencelocumentMumber="1588-2008" refers

<field descripti "Announce Message Body, grandmasterPriorityl. Disakbled - could be any wvalus 0-255" 1

<field descripti "Announce Message Body, grandmasterClockmality.ClockClass" referencelocumentlumbers

<field descripti "Announce Message Body, grandmasterClockmality.ClockAccuracy" referencelocumentNumb)

<field descripti "Announce Message Body, grandmasterClockmality.offsetScaledLlogVariance" referencelo)

<field description="Announce Message Body, grandmasterPriority2. Disabled - counld be any wvalune 0-255" r

Note: tests and conditions can only refer to the current ANNOUNCE message e.g. each test applies only to a
single message.

The content of the field element is described in detail in "XML Syntax - field” below.

XML Syntax — announceMessageCMCC5GTLV

This section contains rules that verify the content of the CMCC 5G ANNOUNCE message TLV fields in individual
ANNOUNCE messages. The announceMessageBody element contains a number of field elements; each field
defines a test to be applied to each individual ANNOUNCE message in the capture. The field element allows
tests to be applied only when other conditions are satisfied. There can be only one announceMessageBody in a
rules file but there can be as many field elements as required.

<field description="Announce Message Body, TLV Type field"
referencelDocumentNumber="China Mobile Specification for Ultra Precision Time Synchronization"
H referenceSectionNumber="5.3.4">

<field description="Announnce Message Body, TLV Length field"
referenceDocumentNumber="China Mobile Specification for Ultra Precision Time Synchronization"
H referenceSectionNumber="5.3.4">

<field description="Announce Message Body, TLV Organisation ID field"
referenceDocumentNumber="China Mobile Specification for Ultra Precision Time Synchronization"
H referenceSectionNumber="5.3.4">

<field description="Announnce Message Body, TLV Organisation Subtype field"
referenceDocumentNumber="China Mobile Specification for Ultra Precision Time Synchronization"
H referenceSectionNumber="5.3.4">

<field description="Announce Message Body, CCSA High Precision Accuracy Level 1 field"
referenceDocumentNumber="China Mobile Specification for Ultra Precision Time Synchronization"
H referenceSectionNumbexr="5.3.4">

<field description="Announce Message Body, CCSA High Precision Steps Removed Level 1 field"
referenceDocumentNumber="China Mobile Specification for Ultra Precision Time Synchronization"
H referenceSectionNumber="5.3.4">

<field description="Announce Message Body, CCSA High Precision Accuracy Level 2 field"
referenceDocumentNumber="China Mobile Specification for Ultra Precision Time Synchronization"
H referenceSectionNumber="5.3.4">

<field description="Announce Message Body, CCSA High Precision Steps Removed Level 2 field"
referencelDocumentNumber="China Mobile Specification for Ultra Precision Time Synchronization"
H referenceSectionNumber="5.3.4">

<field description="Announce Message Body, CCSA High Precision Accuracy Level 3 field"
referenceDocumentNumber="China Mobile Specification for Ultra Precision Time Synchronization"
H referenceSectionNumber="5.3.4">

<field description="Announce Message Body, CCSA High Precision Steps Removed Level 3 field"
referenceDocumentNumber="China Mobile Specification for Ultra Precision Time Synchronization"
H referenceSectionNumber="5.3.4">

Note: tests and conditions can only refer to the current ANNOUNCE message e.g. each test applies only to a
single message.

The content of the field element is described in detail in "XML Syntax - field” below.
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XML Syntax — ethernetHeader

This section contain rules that verify the content of the ethernet header in individual packets. Note that these
rules only apply when the capture contains ethernet headers (these are not present in Paragon-X timing
capture files).

The ethernetHeader element contains a number of field elements; each field defines a test to be applied
to each message in the capture. The field element allows tests to be applied only when other conditions are
satisfied. There can be only one ethernetHeader in a rules file but there can be as many field elements as
required.

<ethernetHeader>
<field descripti
<field descriptio
<field descript
<field descript
<field descript

n="Ethernet Header, Destination Address (E2E Munlticast)" referenceDocumentNumly
Header, Destination Address (P2P Mnlticast)" referenceDocumentMNuml
Header, Sonrce Address" referencelocumentNumber="None" referenceSlq
Header, EtherType" referencelDocumentNumber="None" referenceSectior
Header, VLAN PCP" referenceDocumentNumber="None" referenceSection}f

<field descript Header, VLAN DEI" referencelDocumentNumber="None" refer

<field descript Header, VLAN VID" referenceDocumentHumber="None" referenceSection}f

<field description="Ethernet Header, FCS8" referenceDocumentNumber="None" referenceSectionNumbej
</ethernetHeader>

Note: tests and conditions can only refer to the current message e.g. each test applies only to a single message
type.

The content of the field element is described in detail in “XML Syntax - field” below.

XML Syntax — ipv4Header

This section contain rules that verify the content of the IPv4 header in individual packets. Note that these rules
only apply when the capture contains IPv4 headers (these are not present in Paragon-X timing capture files).

The ipv4Header element contains a number of field elements; each field defines a test to be applied to
each message in the capture. The field element allows tests to be applied only when other conditions are
satisfied. There can be only one ipv4Header in a rules file but there can be as many field elements as
required.

<ipv4Header>
<field description="IPv4 Header, IPv4 Version" referenceDocumentNumber="None" referenceSectionNumber="NA">
<field descripti IPv4 Header, Internet Header Length" referenceDocumentNumber="IEEE-1588" referenceSectionNumber="D |

<field Header, Differentiated Services Code Point" referenceDocumentNumber="IEEE-1588" referenceSescti
<field Header, Explicit Congestion Notification" referenceDocumentNumber="None" referenceSectionNumbd
<field Header, Total IP Packet Length (Sync, Fup, Del-Reqg, Signaling)" referenceDocumen

<field Header, Total IP Packet Length (Del-Resp, PDel-Reqg, PDel-Resp, FDel-Resp-Fup)'

<field Header, Total IP Packet Length (Del-Resp, PDel-Reg, PDel-Resp, PDel-Resp-Fup)'

<field Header, Identification" referenceDocumentNumb '"None" referenceSec Number:

<field Header, Flags" referenceDocumentNumb

<field Header,

<field Header, Time To Live" referenceDocumentH: ="IEEE-1588" reference3e

<field Header, Protoceol" referenceDocumentNumber="None" referenceSectionNumb

<field Header, Source Address" referenceDocumentNumber="None" referenceSecti

<field Header, Destination Address (E2E Multicast)" referenceDocumentNumbe: 588-2008" referenceSect
<field Header, Destination Address (P2P Multicast)" referenceDocumentNumber="1588-2008" referenceSecq
<field Header, Checksum" referenceDocumentNumber="None" referenceSectionNumber="HA">

</ipvdHeader>

Note: tests and conditions can only refer to the current message e.g. each test applies only to a single message

type.

The content of the field element is described in detail in "“XML Syntax - field” below.

XML Syntax — ipv6Header

This section contain rules that verify the content of the IPv6 header in individual packets. Note that these rules
only apply when the capture contains IPv6 headers (these are not present in Paragon-X timing capture files).

The ipv6Header element contains a number of field elements; each field defines a test to be applied to
each message in the capture. The field element allows tests to be applied only when other conditions are
satisfied. There can be only one ipv4Header in a rules file but there can be as many field elements as
required.
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<ipvEHeader>

<field descripti Header, IPv6 Version" referencelDocumentNumber="None" referenceSect]
<field descripti Header, Source Address" referenceDocumentHumber="None" referenceSe
<field descriptior Header, Destination Address (E2E Munlticast)" referenceDocumentNumbd
<field Header, Destination Address (P2P Mnlticast)" referenceDocumentNumbq
<field Header, NextHeader" referencelDocumentMumber="None" referenceSectiol
<field description="IPv6 Header, Hop Limit" referencelocumentMumber="1588-2008" referenceSe

</ipveHeader>

Note: tests and conditions can only refer to the current message e.g. each test applies only to a single message

type.

The content of the field element is described in detail in “XML Syntax - field” below.
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3.4 ToD Elements (testType = ToD)

The ccsaTimeInformationMessage, ccsaTimeEventMessage, g8271TimeEventMessage,
g8271TimeAnnounceMessage and g8271GnssMessage message types are used to define the tests that will be
performed for ToD messages. In some cases, the capture file loaded into the PFV will not contain all the fields
that can be tested by the rules file. In this case, these rules will be ignored.

e ccsaTimeInformationMessage: Defines tests applied to CCSA Time Information messages

e ccsaTimeEventMessage: Defines the tests applied to CCSA Time Event messages

e g8271TimeEventMessage: Defines the tests applied to ITU-T G.8271 Time Event messages

e g8271TimeAnnounceMessage: Defines the tests applied to ITU-T G.8271 Time Announce messages
e g8271GnssMessage: Defines the tests applied to ITU-T G.8271GNSS Status messages

The content of these elements are described in detail in the sections below.

XML Syntax - ccsaTimeInformationMessage

This section contains rules that verify the content of the ToD fields in individual CCSA Time Information
messages. The ccsaTimeInformationMessage element contains a number of field elements; each field
defines a test to be applied to each individual message in the capture. The field element allows tests to be
applied to specific messages or to be applied only when other conditions are satisfied. There can be only one
ccsaTimeInformationMessage in a rules file but there can be as many field elements as required.

<ccsaTimeInformationMessage>
<field description="CCSA Time Information Message length is 16" referenceDocumentNumber="CCSA SG15-C1324"
<field description="Leap Seconds should be 17 (or greater in the future)" referenceDocumentNumber="CCSA S
<field description="PPS Status is wvalid from 0x0 to 0x4" referenceDocumentNumber="CCSA SG15-C1324" refere
<field description="Validates the Frame Check Sequence value" referenceDocumentNumber="CCSA SG15-C1324" r

<field description="Verifies that the timestamps are sequential (once every second)" referenceDocumentNum
</ccsaTimeInformationMessage>

Note: tests and conditions can only refer to the current message e.g. each test applies only to a single message

type.

The content of the field element is described in detail in “XML Syntax - field” below.

XML Syntax — ccsaTimeEventMessage

This section contains rules that verify the content of the ToD fields in individual CCSA Time Event messages.
The ccsaTimeEventMessage element contains a number of field elements; each field defines a test to be
applied to each individual message in the capture. The field element allows tests to be applied to specific
messages or to be applied only when other conditions are satisfied. There can be only one
ccsaTimeEventMessage in a rules file but there can be as many field elements as required.

<ccsaTimeEventMessage>
<field description="CCSA Time Event Message length is 16" referenceDocumentNumber="CCSA SG15-C1324" referencef
<field description="Time Source Status field is wvalid from 0x0 to 0x5" referenceDocumentNumber="CCSA 5G15-C13J
<field description="Time Source Type field is walid from 0x0 to 0x3" referenceDocumsntNumber="CCSA SG15-C1324
<field description="Sample alarm check rule" referenceDocumsntNumber="CCSA SG15-C1324" referenceSsctionNumberd
<field description="Validates the Frame Check Sequence wvalue" referenceDocumentNumber="CCSA SG15-C1324" referd
</ccsaTimeEventMessage®>

Note: tests and conditions can only refer to the current message e.g. each test applies only to a single message

type.

The content of the field element is described in detail in "XML Syntax - field” below.

XML Syntax — g8271TimeEventMessage

This section contains rules that verify the content of the ToD fields in individual ITU-T G.8271 Time Event
messages. The g8271TimeEventMessage element contains @ number of field elements; each field defines a
test to be applied to each individual message in the capture. The field element allows tests to be applied to
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specific messages or to be applied only when other conditions are satisfied. There can be only one
g8271TimeEventMessage in a rules file but there can be as many field elements as required.

<gB271TimeEventMessage>
<field description="Time Event Message length is 14" referenceDocumentNumber="ITU-T G.B8271/Y.1366"
<field description="Verifies that the timestamps are sequential (once every second)" referenceDocumn|
<field description="CurrentUTCOffset is greater than 36" referenceDocumentNumber="ITU-T G.8271/¥.13
<field description="Validates the Frame Check Sequence walue" referenceDocumentNumbsr="ITU-T G.B8271
</g8271TimeEventMessage>

Note: tests and conditions can only refer to the current message e.g. each test applies only to a single message
type.

The content of the field element is described in detail in “XML Syntax - field” below.

XML Syntax — g8271TimeAnnounceMessage

This section contains rules that verify the content of the ToD fields in individual ITU-T G.8271 Time Announce
messages. The g8271TimeAnnounceMessage element contains a number of field elements; each field
defines a test to be applied to each individual message in the capture. The field element allows tests to be
applied to specific messages or to be applied only when other conditions are satisfied. There can be only one
g8271TimeAnnounceMessage in a rules file but there can be as many field elements as required.

<gB8271TimeAnnounceMessage>
<field description="Time Announce Message length is 32" referenceDocumentNumber="ITU-T ©.8271/¥Y.1366" re
<field description="versionPTP. Treating as a 1588 Header field. Spec allows 1 or 2. For the purposes of
<field description="domainNumber. Treating as a 1588 Header field." referenceDocumentNumber="1588-2008"
<field description="domainNumber. Treating as a 1588 Header field." referenceDocumentNumber="1588-2008"

<field description="sourcePortldentity.clockIdentity. Treating as a 1588 Header field." referenceDocumen
<field description="sourcePortldentity.portNumber. Treating as a 1588 Header field." referenceDocumsntluj
<field description="grandmasterPriorityl. Treating as 1588 Announce message field. Disabled - could be aj

<field description="grandmasterPriority2. Treating as 1588 Announce message field. Disabled - could be a

<field description="grandmasterClockQuality.ClockClass. Treating as 1588 Announce message field." refesre

<field description="grandmasterClockQuality.ClockBccuracy. Treating as 1588 Announce message field." ref

<field description="grandmasterClockQuality.offsetScaledlLogVariance. Treating as 1588 Announce message f

<field description="grandmasterClockldentity. Treating as 1588 Announce message field." referenceDocumesn

<field description="Validates the Frame Check Sequence wvalue" referenceDocumentNumber="ITU-T G.8271/¥.13
</gB8271TimeAnnounceMessage>

Note: tests and conditions can only refer to the current message e.g. each test applies only to a single message

type.

The content of the field element is described in detail in “XML Syntax - field” below.

XML Syntax — g8271GnssMessage

This section contains rules that verify the content of the ToD fields in individual ITU-T G.8271 GNSS Status
messages. The g8271GnssMessage element contains a number of field elements; each field defines a test
to be applied to each individual message in the capture. The field element allows tests to be applied to
specific messages or to be applied only when other conditions are satisfied. There can be only one
g8271GnssMessage in a rules file but there can be as many field elements as required.

<g8271GnssMessage>
<field description="Gnss Status Message length is 8" referenceDocumentNumber="ITU-T G.8271/¥.1366"
<field description="Time Source Type field is wvalid from 0x0 to 0xB" referenceDocumentNumber="ITU-T]

<field description="Time Source Status field is walid from 0x0 to 0xB" referenceDocumentNumber="IT\

<field description="Validates the Frame Check Sequence wvalue" referenceDocumentNumber="ITU-T G.B827]
</gB271lGnssMessage>

Note: tests and conditions can only refer to the current message e.g. each test applies only to a single message
type.

The content of the field element is described in detail in "XML Syntax - field” below.
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3.5 Common Elements

The xml elements detailed below are applicable to all formats (PTP and ToD).

XML Syntax - field

The field element can be used in ptpHeader, announceMessageBody, todMessage, ethernetHeader and
ipv4Header elements. The purpose of field is to define a test to be performed on a specified field of each
message in the capture. When used in announceMessageBody, tests are applied only to ANNOUNCE messages.

[=] <field
description="PTP Header, messagelLength. For the purposes of testing, lccok for minimum possible™
referencelocumentiumber="1558-2808"
|eferencesectioniumber="13.3.2.4">

<fieldName>messagelength</fieldName>

<enabled>true</enabled:

<tests description="Check that all "»...</testss]

<conditions description="Den't check Sig":...</conditions:

| </field>

H-E

The field element contains the following attributes:

e description: A string that describes the test (In rules files provided by Calnex, this highlights the
relevant content in the source document).

e referenceDocumentNumber: The document number on which the test is based. This is intended
to refer to the referenceSource element in the testSpecification header.

e referenceSectionNumber: The section within the reference source document that has been
used as the basis for the test.

The fieldName element specifies the field to be tested. The fields supported are defined in section 3.6 below.

The enabled element contains a boolean value (true, false, @ or 1) that determines whether this test will be
executed. This allows the test to be defined in the rules file but disabled if required.

The tests element defines the test to be applied to the given fieldName. A test is considered a pass if the test
result is true.

The conditions element determines whether the test will be executed based on the content of other fields in
the message e.g. you may only want to check that the alternateMasterFlag is set for ANNOUNCE, SYNC,
FOLLOW_UP and DEL_REQ messages.

The content of the tests and conditions tags are detailed in “XML Syntax — tests” and “XML Syntax —
conditions” below.

XML Syntax — tests

The tests element can be used as part of the ptpGeneral, ptpHeader, announceMessageBody, todMessage,
ethernetHeader and ipv4Header elements.

The tests element defines the test to be applied to the specified messageType (when used in ptpGeneral) or
to the specified fieldName (when used in ptpHeader, announceMessageBody, ethernetHeader or
ipv4Header). A test is considered a pass if the test result is true.

[S] <field description="PTP Header, logMessageInterval - check for NOT Bx7F (Sync,
<fieldName>logMessagelnterval</fieldName:>
<enabled>trued/enabled:
<conditions description="Applies only to">...</conditions3|
ktests description="Should be the message rate (NOT Bx7F)">

<MOT_EQUAL>

<valuer@x7F</value>

</NOT_EQUAL>

< tests>
</field>

-
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The tests element is made up of one or more comparisons which may be combined using logical AND and OR
operators. An OR element evaluates to true if at least one of its child elements evaluates to true; AND evaluates
to true if all of its child elements are true. Both logical operators support nesting, meaning that it is possible to
have any number of AND elements inside an OR or vice versa.

There are 5 comparison operators (see Comparison Operators, below). They all follow the same general format.
Each operator has a child value element. This specifies either a message type (see Message Types, below) or a

numeric (hexadecimal or decimal) value, depending on the context. This value will be compared against the
specified fieldName.

=] <tield
description="PTP Header, leogMessageInterval - check for @x7F"
referencelocumentNumber="1585-2688"
PEferenceSectionNumber=“13.3.2.11“>
<fieldName>logMessageInterval</fieldName>
<enabled>true</enabled>

a <conditions description="Applies only to specific message types™:
El <OR>
= <EQUAL>
<fieldName>messageType</fieldName:
<value>DEL-REQ</value>
| </EQUAL>
B <EQUAL>. ..</EQUAL3
<EQUAL>. ..</EQUAL3
I£2] CEDIID ¢ JEOIID

If no fieldName is given in the comparison element, it is implicitly assumed that the comparison refers to the
fieldName defined in the field containing it.

8 <ptpHeader>
E <field
description="PTP Header, message type"
referencebocumentNumber="1588-2008"
FeferencesectionNumber="13.3.2.2">
<fieldName>rmessageType</fieldName>
¢!-- messageType = Announce | Sync | Follow Up | Delay Req | Delay Resp | Pdel Req
<enableds>true</enableds

@ ¢tests description="0Only specific message types are allowed":
E <0R>
| ¢!-- EQUAL with no field element implicitly refers to the current field--:
El <EQUAL>
<value>ANNOUNCE< /value>

</EQUAL>
B <EQUAL:>...</EQUAL>
<EQUAL>...</
s rEOLLA s LoD

PTP Field Verifier

FLAG_CHECK is a special case of a comparison operator. Rather than acting on an entire field, it simply checks a
single bit in the flag field. FLAG_CHECK has two required child elements:

e value is the expected Boolean value of the bit check and has to be either true or false.
e bit is the bit in the flag field that will be checked (see PTP Header Fields below for available
values).

<1—- Flag Field=s - Octet 0 -->

<field
dezcription="PTP Header, flagfield, octet 0: alternateMasterFlag (Announce, Sync, Fup, Del-Resp)
referenceDocumentNumber="1588-2008"

= referenceSectionNumber="13.3.2.6">

<fieldiame>alternateMasterFlag</fieldlame>

<enakleds>true</enabled:>

53| <conditions description="Applies only to specific message types">
= <tests description="alternateMasterFlag should ke false":>
= <FLAG CHECE>

<bitralternateMasterFlag</bit>
<value>false</value>

- (fFLAG_CHECK}

- </tests>

B </field>
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The AUTO element causes the PFV to run a test that cannot be be specified using the existing rules file syntax.
For example, using sequenceId in an AUTO element causes the PFV to check that message Sequence Ids are
correct and sequential.

XML Syntax — conditions

The conditions element can be used as part of ptpHeader, announceMessageBody, todMessage,
ethernetHeader and ipv4Header elements. It is evaluated prior to executing a test; if the conditions are
true, then the test will be executed, otherwise it will not. The conditions element has identical syntax to
tests (with the exception that AUTO is not supported).

[=] <field description="PTP Header, logMessageInterwval - check for NOT @x7F (Annou
<fieldName>logMessageInterval</fieldName>
<enabled>true</enabled:>
<conditions description="Applies cnly toc ANNOUNCE messages™:>
<EQUAL>
<fieldName>messageTyped/fieldName:
<value>ANNOUNCE</value:
</EQUAL>
| </conditions:
E3] [<tests description="Should be the m">...</tests?|
| </Field

[1-11

In the example above, the test on the logMessageInterval will only be performed if the messageType is
equal to ANNOUNCE. For tests, the conditions can be made up of one or more comparisons which can be
combined using logical AND and OR operators.
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3.6 Enumerated Values

Message Types

The supported message types are:

ANNOUNCE

SYNC and FOLLOW-UP

DEL-REQ and DEL-Resp

PDEL-REQ, PDEL-RESP and PDEL-RESP-FUP
SIGNALING

Comparison Operators

The supported comparison operators are:

EQUAL, NOT_EQUAL

GREATER, LESS

FLAG_CHECK (for ptpHeader and todMessage only. Specifies a test on a single flag in a flag field)
AUTO (for ptpHeader, announceMessageBody, todMessage, ethernetHeader and ipv4Header only.
Specifies an automatic test built-in to the PFV)

Logical Operators

The supported logical operators are: AND, OR.
Automatic tests

There a number of automatic tests that are not defined by the rules file. These are performed by the PFV in all
circumstances. These tests are listed below:

For PTP:
e controlField: matches the control field content with the associated messageType
e validSourcePortId: checks that the sourcePortId field is not all zeroes or ones
e sequenceld: checks that the sequence id increments correctly
e minMessagelength: checks that the length of the message is the minimum possible for the associated

messageType
EthernetFcs: checks the ethernet header frame check sequence
e Ipv4dheaderChecksum

For ToD:

e SequenceCheck: verifies that timestamps are sequential (once per second)
e CrcCheck: verifies the FCS

PTP Header Fields

The supported PTP header fields are listed in the the table below. The offset column indicates the byte offset of
the field from the beginning of the PTP header.

Bits

7 | 6 ] 5] a 3 [ 2 [ 1
transportSpecific messageType
reservedFieldo versionPTP
messagelLength
domainNumber
reservedFieldl
See flagField below
correctionField
reservedField2

| 0 Octets | Offset

DO N[R[L|IN|F |~
d AR LN L (=)
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Announce Message Body Fields

Bits
7 | 6 | 5 I 2 I 3 I 2 I 1 I 0 Octets Offset
sourcePortIdentity 10 20
sequenceld 2 30
controlField 1 32
logMessageInterval 1 33
All flagField bits are supported as detailed below:
Octet Bit Name
0 0 alternateMasterFlag
0 1 twoStepFlag
0 2 unicastFlag
0 3 reservedOctOBit3
0 4 reservedOctOBit4
0 5 ptpProfileSpecificl
0 6 ptpProfileSpecific2
0 7 reservedOctOBit7
1 0 leap61l
1 1 leap59
1 2 currentUtcOffsetValid
1 3 ptpTimescale
1 4 timeTraceable
1 5 frequencyTraceable
1 6 reservedOctl1Bit6
1 7 reservedOct1Bit7

The supported ANNOUNCE message body fields are listed in the the table below. The offset column indicates the

byte offset of the field from the beginning of the PTP header.

Bits
7 | 6 | 5 | 4 | 3 | 2 | 1 | 0 Octets Offset
curUtcOffset 2 44
gmPriorl 1 47
gmClkClass (from gmClockQuality) 1 48
gmClkAcc (from gmClockQuality) 1 49
gmC1lkOslv (from gmClockQuality) 2 50
gmPrior2 1 52

Announce Message TLV Fields

The supported ANNOUNCE message TLYV fields are listed in the table below. The only supported ANNOUNCE

message TLV is the China Mobile Specification for Ultra Precision Time Synchronisation.

Bits Octets Offset
tlvType 2 64
tlvLength 2 66
tlvOrganizationId 3 68
tlvOrganizationSubType 3 71
tlvCmcc5GAccuracylevell 2 74
tlvCmcc5GStepsRemovedLevell 2 76
tlvCmcc5GAccuracylevel?2 2 78
tlvCmcc5GStepsRemovedLevel2 2 80
tlvCmcc5GAccuracylevel3 2 82
tlvCmcc5GStepsRemovedLevel3 2 84

An AUTO is available to ensure that t1vCmcc5GStepsRemovedLevell <= StepsRemoved from the PTP header,

that is cmccStepsRemovedLevellTest.

PTP Field Verifier
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Ethernet Header Fields

The supported Ethernet Header fields are listed in the the table below. The offset column indicates the byte
offset of the field from the beginning of the Ethernet header.

Bits Octets Offset
Preamble (not tested) 7 0
SFD (not tested) 1 7
ethDestinationAddress 6 8
ethSourceAddress 6 14
VLAN TPID (0x8100 if VLANs in use) | 2 16
VLAN TCI (see below) 2 18
ethType 2 16 or 20
ethFCS 4 VLAN and payload dependent
The VLAN TCI structure is:
Octect 18 Octet 19
7 | 6 | 5 4 3[2]1]0][7]6][5[4[3][2]1]0
ethVlanPriorityCodePoint | ethVlanDropEligibleIndicator ethvlanld

IPv4 Header Fields

The supported IPv4 Header fields are listed in the the table below. The offset column indicates the byte offset
of the field from the beginning of the IPv4 header.

Octet n Octet n+1

o[1[2[3[a[5][6[7|0[1[2[3][a][5][6] 7 |Octets | Offset

ipv4Version ipv4Ihl ipv4Dscp ipv4Ecn | 2 0

ipvATotalLength 2 2

ipv4Identification 2 4

ipv4Flags | ipv4FragmentOffset 2 6

ipv4TimeTolLive | ipv4Protocol 2 8

ipv4HeaderChecksum 2 10

Ipv4SourceAddress 4 12

Ipv4DestinationAddress 4 16
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IPv6 Header Fields

The supported IPv6 Header fields are listed in the the table below. The offset column indicates the byte offset

of the field from the beginning of the IPv6 header.

ipv6DestinationAddress

Octet n Octet n+1
0oJ1]2[3]a[5]6[7 012345 ][6] 7 |Octets | Offset

ipvéVersion ipveDscp ipv6Ecn Flow label 2 0
ipv6FlowlLabel 2 2
ipvePayloadlength 2 4
ipveNextHeader ipv6HopLimit 2 6
16 8

ipveSourceAddress
24 8

CCSA Time Information Message Fields

The supported CCSA Information Message fields are listed in the the table below. The offset column indicates
the byte offset of the field from the beginning of the message.

Bits
7 | 6 | 5 | 4 | 3 | 2 | 1 | 0 Octets Offset
Sync char 1 (not tested) 1 0
Sync char 2 (not tested) 1 1
Class (not tested) 1 2
Id (not tested) 1 3
Length 2 4
TimeOfWeek 4 6
Reservedl 4 10
Week 2 14
LeapS 1 16
PPSStatus 1 17
TAcc 1 18
Reserved2 1 19
Reserved3 1 20
Reserved4 1 21
FCS 1 22

In addition to the above, UTCTime is a calculated field that can be used to verify a combination of TimeOfWeek

and Week.

CCSA Time Event Message Fields

The supported CCSA Event Message fields are listed in the the table below. The offset column indicates the byte

offset of the field from the beginning of the message.

Bits

7 | 6 [ 5] 43 ] 211

| Octets | Offset

Sync char 1 (not tested)

0
1 0
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7 | 6 | 5 I 2 I 3 I 2 I I 0 Octets | Offset
Sync char 2 (not tested) 1 1
Class (not tested) 1 2
Id (not tested) 1 3
Length (not tested) 2 4
TimeSourceType 1 6
TimeSourceStatus 1 7
Alarm (also see table below) 2 8
Reservedl 1 10
Reserved2 1 18
Reserved3 1 19
Reserved4 4 20
Reserved5 4 24
FCS 1 28

All Monitor Alarm (Alarm) bits are supported as detailed below:

Octet Bit Name
ReservedOctoBitO
AntennaOpen
AntennaShorted
NotTrackingSatellites
ReservedOctoOBit4
SurveyInProgress
NoStoredPosition
LeapSecondPending
InTestMode
PositionIsQuestionable
ReservedOct1Bit2
AlmanacNotComplete
PPSGenerated
ReservedOct1Bit5
ReservedOct1Bit6
ReservedOct1Bit7

el Ll Ll el Ll el el e (=1 [=] [=][=][=][e] o] =]

NO|U[R|WIN|R[OIN|O(U[h|WIN|—=O

G.8271 Time Event Message Fields

The supported ITU-T G.8271 Time Event message fields are listed in the the table below. The offset column

indicates the byte offset of the field from the beginning of the message.

Bits
7 | 6 | 5 l 2 l 3 l 2 l 1 l 0 Octets | Offset
Sync char 1 (not tested) 1 0
Sync char 2 (not tested) 1 1
Class (not tested) 1 2
Id (not tested) 1 3
Length 2 4
UTCTime 6 6
Reservedl 1 12
Flags 1 13
CurrentUTCOffset 2 14
Reserved2 4 16
FCS 1 20

The Flags field is supported as detailed below:

Bit Name
0 Leap61
1 Leap59
2 UtcOffsetVvalid
3 ReservedBit3
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Bit Name
TimeTraceable
FrequencyTraceable
ReservedBit6
ReservedBit7

N|O|ub

G.8271 Time Announce Message Fields

The supported ITU-T G.8271 Time Announce message fields are listed in the the table below. The offset column

indicates the byte offset of the field from the beginning of the message.

Bits

7 16 | 5 4 3 2]

Octets

Sync char 1 (not tested)

Sync char 2 (not tested)

Class (not tested)

Id (not tested)

Length

versionPTP

domainNumber

flagField

sourceClockIdentity

sourcePortNumber

grandmasterPriorityl

grandmasterPriority2

clockClass

clockAccuracy

offsetScaledLogVariance

grandmasterClockIdentity

stepsRemoved

timeSource

Reservedo

FCS

== = (N[00 [N = = [ = [N |00 [N = [ = [N 1= [ | | =

G.8271 GNSS Status Message Fields

The supported ITU-T G.8271 GNSS Status message fields are listed in the the table below. The offset column

indicates the byte offset of the field from the beginning of the message.

Bits

7 ] 6 | 5 ] 4 ] 3 ] 2 |

Octets

Sync char 1 (not tested)

Sync char 2 (not tested)

Class (not tested)

Id (not tested)

Length

TimeSourceType

TimeSourceStatus

Alarms

Reservedo

FCS

YD G G DY e L e

== 0N |~ WIN|= O

AO

The Alarms field is supported as detailed below:

Octet Bit Name

0 0 ReservedOctoBito

0 1 AntennaOpen

0 2 AntennaShorted

0 3 NotTrackingSatellites
0 4 ReservedOctoBit4

0 5 SurveyInProgress

0 6 NoStoredPosition
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Octet

Bit

Name

LeapSecondPending

InTestMode

Uncertain

ReservedOct1Bit2

AlmanacNotComplete

PPSGenerated

ReservedOct1Bit5

ReservedOct1Bit6

Lol Ll Ll Ll Ll Ll el Ll (=)

N |[h[WIN|—= O

ReservedOct1Bit7
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3.7 Editing a Rules File and the XML Schema

An XML schema is a description of an XML document, typically expressed in terms of constraints on the
structure and content of the document, above and beyond the basic syntax constraints imposed by XML itself.
These constraints are generally expressed using some combination of grammatical rules governing the order of
elements, boolean predicates that the content must satisfy, data types governing the content of elements and
attributes, and more specialized rules such as uniqueness constraints.

The PFV is delivered with a schema file (Rules Validation.xsd) for the XML rules files. This is used by the PFV to
validate rules files when they are loaded and, if an error is found, provides some information to help resolve the
issue. The xsd file used by PFV for this purpose is located in the same folder as the pre-defined rules files.

The schema file is also located in the user-defined rules folder. This allows schema-aware editors to be used for
editing rules files. Schema-aware editors can provide error checking of rules files prior to the file being loaded
into the PFV. Some of these editors may also automatically suggest the correct syntax and structure while
editing.
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